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computer security

he first line of defense against external threats

I to computer systems and networks is a fire-

wall, Whether a computer is in a corpora-

tion, government agency, university, small business,

or home, if it is connected by a network to other

computers, its resources, plans, and data are at risk—

and so is the reputation of its owners. A firewall can
help reduce that risk to an acceptable level.

Firewall technology is a set of mechanisms that

software that made attempts to connect with them-—
so many attempts, in fact, that legitimate users were
no longer able to access them. The perpetrator was
never found, but the attack almost drove one
Internet service provider out of business.

Serving as system guardians, firewalls are only
part—albeit an important part—of a comprehensive
network protection scheme. A balanced approach
to security overall rests on well-thought-out strate-

Impertect but essential, these guardians of
computer network security work best if planned
carefully and maintained with equal care

Firewalls fend off
Invasions from the Net

collectively enforce a security policy on communi-
cation traffic entering or leaving a guarded network
domain. The security policy is the overall plan for
protecting the domain. Embodied in hardware, soft-
ware, or both, a firewall guards and isolates the
domain [Fig. 1]. The name, of course, comes by way
of analogy with a structural fire wall that blocks the
spread of fire in a building.

Broadly, firewalls attempt to maintain privacy and
ensure the authenticity of data communications that
pass through their domain’s boundaries. Whether
data is entering or leaving a domain, it is protected
from eavesdropping (passive wiretapping) and
change (active wiretapping). But only communica-
tion traffic entering or leaving a-domain comes under
the influence of firewall technology. Traffic that stays
inside or outside a domain is unaffected [Fig. 2].

Firewalls do, however, protect other material
located in the interior of the domain—the stored
data, computation resources, and communication
resources. These are guarded against unauthorized

access, browsing, leaking, modification, insertion, -

and deletion. And they provide a measure of pro-
tection from "denial of service,” in which users inside
the domain are prevented from accessing the net-
work by a message that disables communication
equipment or by a flood of messages that clogs the
internal network.

One such incident made headlines in September
1996, when many Internet sites were attacked by

0018-9235/98/$10.0001998 IEEE

gies to safeguard physical plant, personnel, opera-
tions, and communications.

While firewall technology is still very much a de-
veloping technology, it is possible to explore its ben-
efits and drawbacks and classify its components. A
set of criteria can be established for evaluating fire-
walls as an aid in designing new firewalls or in deter-
mining whether an existing firewall is fulfilling its
purpose. Clearly the current challenges to firewalls
and the outlook for their future are worth exploring.

Firewall foundations

So far, firewalls have been applied to communica-
tion based on the transmission control protocol/Inter-
net protocol (TCP/IP) that governs the public Internet
and private intranets. But their concepts are applicable
to other network protocols, too. Cenerally, firewalls
provide security for distributed systems and are usual-
ly used to protect entire corporate networks.

Not everyone approves of firewalls, however, and
discussions of them tend to get emotional. On the
one hand, some people strongly favor firewalls
because so many computer systems and networked
applications simply are not secure and could use
them. They argue that firewalls are more than just a
retrofit patch for shortcomings in systems and pro-
tocols. What's more, even if the host system is secure,
firewalls serve as a central focus of security policy and
a place to conduct comprehensive security audits.

Moreover, firewalls address some of the problems
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of network security that security mechanisms in a
host do not. Because security functions are com-
bined and concentrated in a firewall, proponents say,
installing, configuring, and managing them is sim-
pler. They also make the administration of the sys-
tem and the management of the network more effi-
cient because they are transparent to users, limit
exposure of the internal network, and can accom-
modate almost any internal network topology. Also,
they are widely accepted, readily available, and eas-
ily justifiable to purchasing managers.

On the other hand, opponents claim that fire-
walls generate a false sense of security that leads to
laxity in enforcing security measures. This objection
was expressed in a now popular analogy to a candy
bar; firewalls provide” a hard, crunchy outside with
a soft, chewy center” (REC 1636). [See To Probe
Further, p. 34, for more on such requests for com-
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[1] A firewall guards and iso-
lates an inside (private) net-
work—an intranet—from an
outside (hence untrusted) net-

Qutside Inside work: the Internet, for instance.
(untrusted) (protected) A firewall may also guard some
network network parts of an internal network
against other parts.
[2] Domains A and A*, though parts
Firewall of one organization’s network, are
physically separate and communi-
A " . A* cate through an outside (untrustedl)
7 inside a : inside network. Firewalls can only contro
H (protected) n (u(r:;]rttf:::d) {protected) communication traffic to, from, or
\ network hetwork network through that outside network—
d d such as messages a, b, and c. They

cannot control messages d and d’,
which do not leave the protected
networks’ boundaries, and connec-
tion e, which simply extends
through the outside network.

1SO model

Cryptographic -

mechanisms Packet

filter

I— Application-
specific
proxy

|- Circuit-level proxy

I~ Network address
translator

[3] In general, the various firewall security mech-
anisms address themselves to specific layers in
the open systems interconnection (OSI) network
model. Several mechanisms can be combined
into a comprehensive firewall system, but the
mechanisms should be chosen and coordinated
so that they do not work against each other.
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[4] All packet-filter firewalls deny access to traffic that does not meet a set of rules [indi-
cated by a'red line with xj and pass traffic that does [green lines with arrbwheads].

In a screened-host firewall [top], a router at network level controls access to and from
a single host—called a bastion host—through which all traffic to and from the protect-
ed network must travel. Direct access to the protected network is denied and the bas-
tion host does not forward packets. The bastion host is a highly defended, secured
strongpoint that—one hopes—can resist attack.

In a screened-subnet firewall [abovel, a pair of routers control access to a small net-
work of bastion hosts. The screened subnet is also called a “demilitarized zone” (DMZ).

Network address

translation
S router
" Outside Inside  \)
{untrusted) , (oo (protected)
Network network

S Address translation table
Connected to
213.12.10.12

77.4.10.12

213,12.10.12

77.4.10.12
.

[5] A network address translator hides internal addresses from the outside world. Network
address translation (NAT) routers contain a table of outside and inside addresses. They trans-
late the outside address of an incoming message into the hidden inside address, and do the
reverse for an outgoing message. ‘
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ments {RFCs) and informational bulletins (FYTs),
posted on the World Wide Web].

Firewall development typically diverts resources
away from improving the security of the comput-
er system behind the firewall. Other criticisms are
that firewalls do not provide perfect security; they
offer no protection against malicious insiders, for
example, and they fail to protect against any con-
nection activities that circumvent them. People can
use unauthorized modems attached to computers
inside the firewall. They also offer only limited
protection against illicit rendezvous (unauthorized
connections) and "data-driven” attacks, such as
those carried out by malicious executable code in
apparently innocent downloaded Java applets or
ActiveX controls. But perhaps their- most serious
limitation is that firewall designers have concen-
trated so far on acute problems at hand. The reac-
tive nature of firewall design, opponents believe,
means that firewalls could be vulnerable to novel
attack scenarios of the future.

Nor are firewalls free of operational difficulties.
For instance, changes in the firewall system con-
figuration may produce security holes (because, in
the usual current practice, the actual configuration
is not checked against the security policy). Or the
protection mechanisms implemented in the fire-
wall may actually work against each other.

All of these are valid points. Firewalls do create
a focus for security—but that is a critical advan-
tage. And they do suffer from a variety of prob-
lems—which, however, are solvable or at least
controllable by security policy measures, tech-
nological development, and, equally important,
theoretical development.

Shortcomings notwithstanding, most com-
puter security experts would agree that a firewall
is an important part of security which, in these
dangerous times, offers major benefits. In short,
a firewall is one of the best available ways to
enforce a security policy and keep a site secure.

Defense mechanisms

The various security mechanisms that fire-
walls employ correspond roughly to certain lay-
ers in the open systems interconnection (OSI)
model of networking established by ISO the inter-
national standardization organization [Fig. 3].
The packet-filtering mechanism, for example,
operates primatily on the network and transport
layers, while the network address translation
mechanism operates solely on the network lay-
er. Operating on the transport level is the cir-
cuit-level proxy mechanism while the applica-
tion-specific proxy mechanism operates on all
three top levels.

Atall seven layers, cryptographic mechanisms
can be applied. For example, at the transport lay-
er, they can provide end-to-end privacy of com-
munications transparently to the user; at the
application layer, they can provide application-
specific user authentication.

‘Firewall mechanisms do impose overhead in
the form of decreased data throughput, which
means, of course, increased delay. But over the
years, performance has continuously improved
as a direct result of higher processor speeds and
software code optimizations.

In general, the lower the mechanism operates in
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the OS] layers, the higher its throughput and the lower its delay.
Conversely, the stronger the cryptographic mechanism or the more
complex the filtering rules, the lower the throughput and the high-
er the delay.

Checking each packet

n packet-filtering, a router either allows or denies the passage
Iof data after checking its header and contents for conformance

to a set of rules that reflect a security policy. In a TCP/IP pack-
et-filtering firewall, the router subjects arriving datagrams (a data
packet) to a filtering mechanism that decides whether to forward
or discard each datagram. The filter usually examines the source and
destination addresses and protocol port numbers contained in the
header. The rules operate on datagrams individually, without regard
to state information {data on what has previously occurred in the
system), so they are viewed separately from other datagrams that
are part of the same connection,

A variation on this stateless filtering, called stateful packet-filter-
ing, saves state information for packets that belong to the same con-
‘nection so that decisions can be made within the context of a par-
ticular message. Inbound file transfer protocol {ftp) data connections,
for example, can thus be selectively allowed through a firewall if

authorized by an ftp control connection. Before stateful packet-fil-
tering, all ftp data connections were allowed through the firewall,
which opened networks up to several kinds of attacks.

Packet-filtering gives security personnel the opportunity to
examine and verify all data passing through the firewall. But it
does not establish a true security association, and the integrity
and authenticity of the packets examined cannot be controlled.
{In RFC 1825, a security association is defined as “the set of
security information relating to a given network connection or
a set of connections.”)

Verifying each packet naturally induces some delay and jitter, but
commercial filtering software designed to minimize delays is avail-
able. A more serious objection to verification is the difficulty of
developing a set of filtering rules (in low-level specification lan-
guage) from a statement of security policy (in high-level human
language). Even with automated rule-writing tools, graphical user-
interfaces, and much experience, gencerating the accept/reject tules
for a complex security policy is a challenge.

Two important examples of packet-filtering firewalls are the
screened-host firewall and the screened-subnet firewall. In the first,
a router controls access to and from a single host. In the second,
a pair of routers protect a “demilitarized zone" network, also

referred to as a screened subnet, consisting

Proxy server

Qutside
(untrusted)
network

applications

of one or more bastion hosts [Fig. 41.

Changing addresses
Originally the network address transla-

Inside
(protected) tion (NAT) mechanism was proposed as a
network short-term solution to the growing short-

age of Internet protocol (IP) addresses, not
as a security mechanism (RFC 1631). But
happily for security administrators, the
NAT hides the internal addresses and net-
work topology of its protected domain from
the outside. Such obscurity thwarts several
methods of attack because little or no target
information is available to the outside.
Furthermore, hardly any network-based scr-

[6] Many firewalls now include built-in support for Socks {the name derives from Unix Sockets),
software that allows applications to access a variety of communication protocols. Thus Socks
can handle many different types of traffic, routing packets between compatible clients and
servers in the untrusted network and the protected one. In effect, it forms a circuit between a
client and server; but it acts as a proxy, too, forwarding only those packets deemed acceptable.

vices, except for address translation, con-
nect directly to the outside and therefore
the domain is less susceptible to attack than
if it were guarded by ordinary routers.
Network address translation devices are
placed at the borders of network domains
[Fig. 5. Each NAT device contains a table

Proxy server

Outside
(untrusted)
network

http server
Telnet client
Other client

¥ Other server

of address pairs: the local IP.address and
the corresponding globally unique address.
For all outgoing datagrams, the device
translates the local address into its associ-
ated global address, and for all incoming
packets, it translates the global address into

Inside ;
(protected) its local address,
network The address association can be static

{not changing, once administratively as-
signed) or dynamic (the externally visible
addresses are taken from a pool of address-
es and are automatically assigned to inter-
nal addresses on a need basis). The NAT
discards the end-to-end significance of
addresses, making up for the loss with
increased state information in the network.

Like any router, a NAT router keeps mes-
sages separate when two inside users send to

http client
Telnet server |

[71 An application-level firewall uses application-specific proxies that can interact with the
source and destination of a message to determine whether it meets security standards, and
then allows or denies access on the basis of its evaluation. Separate proxies are needed for each
application. Further, a so-called “dual-homed” application-level firewall can be built by installing
two interfaces, one on each network. So a popular location for such a firewall is a bastion host,

in either a screened-host or screened-subnet firewall [see Fig. 4].
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the same outside destination (an Internet ser-
vice provider, say, or a much-used Web site)
or when two outside sources direct simulta-
neous messages to the same inside user—that
is, the NAT maintains session association.

The only difference is that the NAT changes
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addresses belonging to hosts inside the protected network so that
they appear different on the outside.

The NAT does not work if higher-layer protocols or applications
use and expose the hidden local address. An example is domain name
system (DNS) messages; DNS is an Internet protocol and widely dis-
tributed database that provides binding resolutions between host
names and P addresses. In some cases, such as electronic mail, though,
NAT devices can prevent this problem by rewriting higher-layer—pro-
tocol messages with appropriately mapped addresses. Applications
that carry and use local addresses across a NAT boundary will not
work unless the NAT device is able to detect the addresses imbedded
in the packets and correctly translate them:.

Circuit-level forwarding

Firewalls that use the circuit-level forwarding mechanism group
packets into connections—for example, TCP connections—by
maintaining state information across the packets. For example; the
firewall may insert a generic transport-layer proxy process into

the connection. Inbound as well as outbound connections must
connect to the proxy process before they can proceed further. To
determine whether the connection should be established or
blocked, the proxy makes use of access rules, which can be elab-
orate, and can require authentication and additional client/proxy
protocol message exchanges. ‘

One of the most popular examples of this mechanism is Socks
(RFCs 1928, 1929, and 1961) [Fig. 6], which has become the defac-
Io Standard fOr prOXying on thﬁ Iﬂtﬁrﬂﬁt, SO&WQT@ for SOCkS firewaug
is widely available, and many client programs, both commercial
and free, have Socks support built into them.

The generic circuit-level forwarding mechanism can be hid-
den in low-level libraries; no modification of client/server source
code is needed if user interaction is not required. Programs that
initiate connections, however, may need to be modified so that
they can provide authentication information, Only a few
changes are necessary, but there are challenges, such ag ensur-
ing the availability of source code, coping with the hetero-

Prerequisite

Component evaluation .

.Component comparison:

b <l % xmm

Component
certification

Design tool

‘ H‘Gén‘eratio‘n of

Key:
] Phase

Deliverable (output of one
phase, input of the next)

& Vethod

Periodic cycle

configurations

[8] The phases of the firewall's life cycle, shown

in blue rectangles, use the methods in the
brown hexagonals to the right to produce the
results noted in the beige ovals. The life cycle
progresses diagonally, beginning with the all
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important definition of security policy and arriv-
ing atimplementation, review, and testing after
high-level design, selection of components, and
detailed design. Even after the firewall is in use,
periodic review and testing during the system’s

lifetime may result in an earlier phase being
revisited (indicated by the upward-pointing
blue arrows), as when a new, improved firewall
component becomes available or when defects
in an earlier phase are discovered.
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geneity of system platforms, distributing programs, and edu-
cating all of the potential users.

Application-level forwarding

Inusing the application-level proxy forwarding mechanism, fire-
walls can interpret the data contained in the packets that make up
a communication in accordance with the particular application pro-
tocols and make security decisions on the basis of that interpreta-
tion. This mechanism is similar to circuit-level proxy forwarding, but
it can also interact with the communication end points through the

application’s high-level protocol. It should be noted that this pro- -

cess is, by its nature, application-specific, so for each application, a
new forwarding service must be provided.

Among the application-level proxy’s many advantages are the fine-
grained authentication and access control it offers by virtue of the fact
that it interprets the application protocol in use. Also, the mechanism
is implemented using small programs that can be more easily scruti-
nized for vulnerability before deployment than can ordinary server
programs. And, if the mechanism does fail, it provides a single point
at which the cause can be investigated. An example of a set of soft-
ware tools and implementation practices for building servers accord-
ing to the application-specific philosophy is the TIS Internet Firewall
Toolkit from Trusted Information Systems (TIS) Inc., Glenwood,
Md. (httpzmnw.tis.comv).

But application-specific forwarding has a few drawbacks as well.
Like generic circuit-level forwarding, it requires some modification
of client software. And it carries protocol processing overhead that
reduces its efficiency; it must make two additional round trips
through the protocol stack as it interacts with the end points.

The "dual-homed"” gateway [Fig. 7] is a representative applica-
tion-level firewall. Like the bastion host, it generally has two inde-
pendent network interfaces—one on the external network and
one on the internal (protected) network. To insure isolation of the
two networks, it does not automatically forward traffic between
the two interfaces.

Cryptographic mechanisms
Security mechanisms based on the enciphering and decipher-

ing of messages in secret code are available in great variety. An

example is the authentication header (AH) mechanism, which
ensures integrity and provides authentication without maintaining
confidentiality (RFC 1826). Another is the encapsulating security
payload (ESP) mechanism, which guarantees confidentiality and,
optionally, integrity and authentication (RFC 1827). Both mecha-
nisms can operate between a set of hosts and/or gateways—that is,
end to end, end to intermediate, or intermediate to intermediate, in
either unicast or multicast mode (single recipient or many recipi-
ents). Both were also standardized by the Internet Engineering Task
Force for the IP security (IPsec) protocols.

While these mechanisms protect traffic against eavesdrop-
ping, unnoticed modification, insertion, and deletion, they do
not protect against analysis of traffic. But their strength lies in
their usefulness in building virtual private networks across
untrusted networks like the Internet, and in enforcing a variety
of security policies.

They are also algorithm-independent, although algorithm identi-
fiers in the security protocol specify standard default algorithms. This
provision ensures interoperability of AH and ESP mechanisms in all
implementations.

For them to work properly, however, a security association has
to be established among the set of hosts and gateways that are
party to the protected communications. Of concern, too, are such
practical matters as managing the distribution of encryption keys
among the hosts and gateways along with minimizing the proto-
col processing overhead and communication delay introduced by
encryption.

Incidentally, encryption, when it is combined with packet-fil-
tering, provides a good illustration of how security mechanisms
can work against each other. If the packet filter is not part of the
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Firewalls.
under test .

j ahagement and audi-

tors often require that .
" ‘the security of a firewall in-

stallation be ensured, so a
variety of test and evaluation
procedures is available for
thé job. A big advantage of

- firewall testing is that it can

be applied periodically to re-

~new confidence in an instal-

lation—no small comfort to

. system admiinistrators.

While each of the testing
methods has its own advan-
tages and disadvantages, no

.- single methodleads to a per-

fect firewall. They can, how-

ever, be applied selectively to

suit the occasion. :
Two of the most popular

.approaches to checking out
-the actual capabilities of fire-

walls are generally known as
design-oriented testing and

~operational testing.

In'design-oriented testing,
configurations. and release
levels of the firewall's com-
ponents and accessible net-

" work services undergo com-
-bined’ manual
‘mated testing. This method
‘examines firewalls first at a

and auto-

high level and from there
passes to lower levels with in-
creasing detail, as far as it is
sehsible to go.

This approach to testing
yields high-quality functional
reviews, but it is time-con-
surming and expensive, requir-
ing the participation of ex-
perts in all the components
of the firewall system. Often

‘it is not possible to review a

product in detail because it is
not distributed as an open
platform. _

The design-oriented test-
ing method is applied after a
security policy has been
defined and the firewall is
deployed and configured. It
consists of five steps:

e Comparison of the actual
implementation to the own-
er’s plan.

e Manual investigation of .

the configuration through
management interfaces.

» Operation testing, in which
the analyst uses. tools to
probe: the firewall and the

network behind the firewall:
for ‘exposed services, deter-
mining whether the filtering
rules perform- the actions
they are supposed to.

» Examination of the allowed :
services to make sure that.all
available patches to known

- vulnerabilities are applied.
. Assu_;nment of-a penodlc.

review cycle by : the same
process, ‘
What .this method pro-
duces are a policy review; an
implementation_review' ' of
firewall".configuration . and:
component releaseevels;an
assessment of services, yleld-
ing a list of ‘approved. ser-."

“vices, their configurations,

and their release levels; and a
review cycle. (To'the extent
that they contribute to secu-
rity, services are part.of the
firewall system and are sub- -
jectto review as much:as the
other parts of the system.).
Whenever mismatches be-
tween the implemientation
and the security policy show
up, they are resolved by:
changing either ‘the imple:
mentation or.the policy..Be

_ forewarned, -however, that

revamping the pohcy can. be ‘
a difficult political process, as

it may involve realigning-
organizational.goals to meet

security objectives.

The other method of test- .
ing—operational testing—is
also known by:such names as
penetration testing-and the
“"tiger team” approach. No
matter what it is called; is.
application requires that the -
deployed systems be probed"
by experts for possibie vul-"
nerabilities: the firewalls are
given a black-box type -of
evaluation after they have
been installed.

Like software testing, thls

. method can ensure proper

behavior of the system in cer-
tain common scenarios and

-situations, and can uncover

weaknesses. - Still, “ore. can
never be. certain of having
tested enough or of not hav-
ing missed a major flaw.
What is more, operational
testing also requires a well-
thought-out and well-articu- -
lated security policy, which is
usually difficult to obtain.
—S.W.L & CLS.

31



:'{‘Flrewall product evaluatlon a checkllst

Analyzmg cominie
is "best.. dong; bv systematlcaﬂv flnqu
: answers To: a 1onq serits-of questions. The

process ‘hélps a designer consider products

“ohjectively and choose those that are:bes

“for the security-probiem at hand. A S
gosted list of qucstlons follows, group
accordlng 1o mforma‘uon category

. ldentlflcatlon'

nd data sheets)

: Educatlon/documentatlon Is the product"u ‘

-documentation. comprehensive, -clear,
concise, and wcll organized?.s itin tut

rlal or manual style or both7 Is prod- ct_-"."

what hours is avaﬂable7 Po: the technl
cal support people answer questlons and
address.propt ms prompt!y ‘and correct-
- 1y? Are:techn
_tractsincluded

: he purchase prlce7

Functiorialit
“grate Wit systems7 1St cssen‘clal—
Iy a plug n play produrt, or-does ‘it

cryptographic mechanism’s security association, it is unable to per-
form its function because it is unable to decrypt the higher-layer-
protocol headers that it needs to enforce its filtering rules.

iabléfrom manufacturers brochures

lpport 0 servnce wn-

does the product mte—- P, SNV
“base for th

‘ _requlre an extens:ve setup and adjustment' :
ellAwith existing systems? What:..
sof‘cware Pplatforms, such as-operating sys- -
“-tems.are compatible? Can the product be
“readily integrated with other: Firewall ser-
“ices and support tools? Whdt local net--
“york topologies are posmble, supported,
“or required:. Intérneét/intranet, demilita-

rized zones, vxrtual private networks, net-
work ad_dres sIatxon’ What physical
-are suppoﬂed

. Ho‘v’v trahsparent is it to user’s"“

wall, is'its source code included firvits dis-

“itribution? What are the-application pro-
grammer interfaces (APls).:and . how
- extensible are they? Does the product
“‘support the content vectoring protocol,

an AP that allows &xternal programs to

‘operate oh & firewall?.The answer can
help determinewhat-add:on products .
like virus.scanners:and World Wide Web :

filters are compatible.

What protocois are covered7 Network ‘

protocols suchias’ 1P, 1PX; Appletalk, XNs,

SNA,.and-X.25 may be of interest. What

managéiment: p_rotocols are supported—
SNIMP, SNIMP-Il; Bridge, OOB? What is the

Telnet, SNNIP, DECnét, or remote terminal?

Doestheproduct come as an: open sys-:
2 That is, if it is a software* based fire-

agement agent:. http,

Reports and  audits:. What typcs of-.

‘- reports are available: usage; operatlon )
incident; summary? Aré’ they-available in

. per-user and-per-service formats? Can the
-data be exported to-external databases?

. Are the reporting:mechanisms of the fire-

wall flexible, exterisible, and configurable -

- in- detail?Is real-time notification possi-*, : .

ble—by e:mail or. paging, for cxampje?
What audit media are supported—hard..
copy, w

Are audit analysis tools-fer the reports

.. -available or incdluded? I§'software for gen-

erating and individualizir‘:jg\;re.ports'a.vail—'

" able or included?.If intrusion-detection is

part of the system, howwell'does it work—
what is the number of false.positives?

Attacks and responses; What network-

- based attack’ scenarios does the product
protect against?: (Attacks are often based" - .
ori ‘address spoofing, sequence number ..

prediction, session hijacking, fragmenta=

- tion, source routing, spoofed naming:ser- - .

vice (such‘as DNS) packets, spoofed rout:
ing packets, spoofed control packets, port

scanning, “Christmas tree” packets, and/or. 2

spoofed muiticast and broadcast. packets;

- Usually-itis necessary to perform penetras’
.tion testing--that.is, subject. the.product
o an attack-—to see how it will behave,

Does the product offer counterattack: o

stage, a design tool for firewalls, if one were available, would allow
graphical design of firewall systems using descriptions of firewall
components from a library, simulations of the behavior of the

write-once/read-multiple (WORM) .-

_drives, remote logging? (WORMtechnol-.. -
ogy.ensures that audit data, once gener-

. “ated; cannot be erased by |ntruders o

" rcover their tracks) v :

designed system, and formal verification of certain properties of
interest. Sucha tool, which is badly needed, could be used to gen-
erate configurations and software components for the firewall in
its implementation and configuration phase.)

Once these details have been decided upon, the firewall system
is built and deployed and the designer has an expert test it. This step
ensures that the firewall is capable of enforcing the chosen securi-
ty policy. Simultaneously, the security policy itself is reviewed.

After it goes into service, the firewall will be tested periodical-
ly to revalidate confidence in its installation, and corrections will
be made as necessary—a form of preventive maintenance. The
system will probably be subject to frequent changes in its internal
configuration, network configuration, and security policy.

Life cycle of a firewall

ike software, firewall systems undergo a gradual develop-

ment and evolution, called a life cycle, much like the “water-

fall" life cycle of software. According to the waterfall model
[Fig. 8], the first requirement is to define the network domain secu-
rity policy. This is perhaps the most difficult phase of the waterfall
model because of the vital questions that must be answered. What
is the perimeter of the internal network being protécted? Which
internal services should be available to outside entities? What are
those entities -and which outside services should be available to
users inside the protected domain? What controle’are needed>
What is the impact of outside services on security? What -assump-
tions are made regarding service and system behavior? Hard as it
is to develop, such a well-defined security policy is a prerequisite
for the succeeding stages of the model.

The next phase is the decision by the firewall designer on a
high-level {(general or architectural) structure for the firewall sys-
tem (ideally, following a reference model for the firewall technol-
ogy). At this stage, there is no concern about details.

In the third stage, the designer browses through a comprehensive
list of firewall products to find components. that are likely to be use-
ful, perhaps giving preference to certified products. Before a final selec-
tion is made, some unfamiliar products may need to be evaluated.

Using the selected components, the designer can then develop
a low-level (detailed) structure for the firewall system. (At this

Checking a firewall’s security

Authors Simpson Garfinkel and Gene Spafford in their book
Practical UNIX and Internet Security [see To probe further, p. 34] note
that "a computer is secure if you can depend on it and its software
behaves as you expect.” By this characterization, natural disasters
are as much a threat to computer security as a dlsg‘runtled employ-
ee or faulty software. Clearly, determining a system’s security is
hard because the absence of vulnerability must be proved in all
possible scenarios [see "Firewalls under test,” p. 31]. Nevertheless,
some measure of the degree of a system's security is necessary.

A first step in this direction is firewall- product certification. The
International Computer Security Association (ICSA), Carlisle, Pa;
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counterintelligence capability, such as
information gathering about the appar-
ent origin sites of malicious packets?

What is the fault tolerance of the
product? How does it behave under
heavy loads and congestion, after a
power failure, and during boot time?
(tt is known that some firewall products
malfunction under some of these con-
ditions.) Does the product contain auto-
mated integrity checks, and perhaps
congestion control mechanisms?

Does the product recognize data
content? Does it determine whether
viruses, executable code, Java script or
ActiveX code, or mail attachments have
been transmitted?

Does the product provide encryp-
tion? Which encryption algorithms are
available and what are their key
lengths? Does it support firewall-to-
firewall encryption? Encryption of
administrative dial-up connections?
User-to-firewall encryption? What is the
key-exchange protocol and the fre-
quency of key exchange? How easy is it
to exchange keys. Is it compliant with
the so-called IPsec protocols developed
by the IP Security Working Group of the
Internet Engineering Task Force (IETF) ?

Administrative concerns: How secure
and flexible is administrative access to
the firewall product? Does it support
authentication  mechanisms  like
Bellcore S/Key, Security Dynamics

SecurlD, Digital Pathways SecureNet Key,
CryptoCard RB-1, or Enigma Logic
SafeWord? Can security functions be
accessed by a dial-up connection? Is there
a text-only administrative interface (one
that, for security reasons, is not X-
Windows-based)? Can the administra-
tion separate management tasks and del-
egate roles?

If your organization has locations out-
side the country in which it is based, can
the firewall product be exported there?

How does the product appear to the
external network? Is it network-
addressable, or are there no mecha-
nisms for accessing it and attacking it
over the network?

How well does it interact with other
firewalls? Can loads and bandwidths be
balanced among the firewalls? How well
does the administrative interface work
with multiple firewalls?

What is the product’s bandwidth or
aggregate throughput, as measured by
its packet-forwarding rate? What perfor-
mance benchmarks are available from
independent testing laboratories? How
many firewalls are needed to handle sat-
urated T1, T3, or Ethernet traffic? what
delay does the product introduce by
encryption?

What filters does the product offer?
Are input and output filters separated?
Are there filters for protocols, addresses,
services, and user-defined patterns?
What is the filtering rate in packets per

second? Is it easy to specify and imple-
ment a filtering policy? -

If the product is an application-level
gateway, does it offer per-service fea-
tures for access control, authentication,
logging, and auditing? How easy [s it 10
define and implement a user-definable
or generic proxy service?

Implementation and afterward: What
are the installation requirements? What
software is prerequisite? Is third-party
code required? What hardware is pre-
requisite—routers, hosts, electric power,
specialized network interfaces? Will any
existing routers or hosts have to be
replaced or augmented? What adminis-
trative infrastructure is needed?

How easy are the hardware and soft-
ware to install? Do the default settings
make sense and are they secure? Are ser-
vices enabled or disabled by default? Is
logging enabled or disabled by default?

Is there a defined upgrade schedule
for the product? Does the vendor provide
quick fixes for security issues? What is the
upgrade distribution mechanism—tapes,
diskettes, on-line?

The bottom line: Last but certainly not
least, what is the price tag for the hard-
ware, software, extra equipment, instal-
lation and migration, training (basic and
advanced), service contracts, and ongo-
ing administration? What benefits does
the product’s warranty provide?

{Web site, http/iwww.icsa.net), has established a laboratory that
evaluates and certifies firewall products and systems. The associ-
ation’s goal is to make the on-line world a safer place and promote
its growth by reducing real and perceived risks to computer sys-
temns protected by firewalls. The danger in certification, though,
is that it can lead to a false sense of security if it simply rubber-
stamps products after they have been tested in an artificial labo-
ratory environment. Those labs are generally quite different from
real operational environments,

Some organizations offer comparisons of firewall products. For
example, the Computer Security Institute, San Francisco, Calif.
(nttp:iiwww.gocsi.com/firewall.htm), periodically publishes a firewall
product matrix organized by type and product information, It cov-
ers administration and reports, alarms and transparency, authenti-
cation and encryption, and proxies, gateways, and servers. While the
matrix is neither an evaluation of products nor a comprehensive list
of available products (it is primarily generated from marketing bro-
chures), it can serve as a starting point for a review of products,

Another company, Fortified Networks Inc., Carmel, Ind,,
{http:/iwww.fortified.com/fweklist.htmi), offers a firewall evaluation
checklist in two versions: 2 free one and a commercial one that
goes into more detail. Both are vendor-neutral, with them, a user
can perform a side-by-side comparison of various firewall products.

In addition, various firewall product comparisons have been pub-
lished by magazines covering security, networking, and PCs. They
generally focus on the features and specifications important to the
magazine’s specialty. For example, PC Magazine has evaluated fire-
wall products in terms of their compatibility with Windows NT.

Prospective buyers can also elect to do their own product eval-
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uations by systematically seeking answers to the questions in an
evaluation checklist [see above]. Some questions can be answered
simply by consulting suppliers' marketing information, while oth-
ers may require research and expert knowledge. An evaluator may
assign different weights to cach of the categories in the checklist
to reflect the company’s individual priorities.

Once a firewall product has been selected and installed, a sys-
tem does not automatically become and stay secure. Keeping the
firewall up to date is vital. First and foremost, a firewall owner
should sign a maintenance agreement with the supplier so that the
latest versions of the firewall software arrive promptly; updates can
fix both security and performance problems.

If the firewall is hosted on a standard operating system like
Windows NT or Sun Solaris, the user should be sure to install the
latest security patches released by the operating system vendor.

Finally, the user should stay in touch - with others in the security
field to keep abreast of new developments. Recommended mailing
lists on the Internet are Firewalls, Firewall Wizards, BugTraq, and
NT Security. There are also many Usenet news groups devoted to
firewalls and security; they can be found by checking the Usenet
comp.security hierarchy on the Web. By staying alert, users can
prevent problems instead of having to clean up the mess later.

In the near future, several technological trends are bound to
affect firewall users. They should be watched closely and adopt-
ed as they develop:
¢ Advanced network technologies such as asynchronous transfer
mode (ATM) will require much faster packet-filtering mechanisms
because of their higher speed (155 Mb/s versus 1.5 Mb/s).

o Creater heterogeneity in corporate networks and the Internet is
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likely to lead to unforeseen complexity in filtering rules and the

necessity for application-level proxies.

¢ Firewalls will become more integrated with the networks they
protect, as routers, mainframes, and PCs start to incorporate fire-

walls-and firewall characteristics.

Remember, too, that all access points of communication traffic
to and from a domain have to be guarded. In an age of laptops, wire-
less communication, easily available Internet service provider. sub-

scriptions, desktop modems, and hand-held computing gadgets,

the security perimeter is convoluted indeed. Addressing the main

arteries and ignoting the nontraditional ones is like securely bolt-
ing the front door of a house but leaving the back door open.

A last point worth remembering is that an Internet firewall does

not offer. any protection from insider threats. It is like a moat
around a medieval castle; it helps to keep an outside enemy out-
side, but it can do nothing to deter an enemy within. *

To probe further

In-a ground-breaking book, Firewalls and In-
ternet Security: Repelling the Wily Hacker
(Addison-Wesley, Reading, Mass., 1994),
William R. Cheswick and Steven M, Bellovin
diseuss the processes, issues, and activities
surrounding the implementation of an
Internet firewall at AT&T Corp.

The dassic introduction to transmission con-
trol protocol/Internet protocol (TCP/IP) is
Douglas E. Comer's Internetworking with
TCPIIP: Principles, Protocols, and Architec-
ture, third edition (Prentice-Hall, Engle-
wood Cliffs, N.J,, 1995). It starts at the
physical layer and progresses through the
application layer to Internet security and
the Next-Generation Internet protocol.

D. Brent Chapman and Elizabeth D. Zwicky, in
Building Internet Firewalls (O'Reilly &
Associates, Sebastopol, Calif., 1995), discuss
network security, building firewalls, and
keeping a site secure. They include practi-
cal examples and specific configuration
information for many firewall situations.

Warwick Fords Computer Communications
Securi‘ty: Principles, Standard Protocols,
and Technigues (Prentice-Hall, Englewood
Cliffs, N.J., 1993) explains modern stan-
dardized methods of achieving network
security in both TCP/IP and open systems
interconnection environments. Ford gives
a technical tutorial introduction to com-
puter network security and describes secu-
rity standards, protocols, and techniques.

A down-to-earth guide, Practical UNIX and
Internet Security, second edition, by Simp-
son Garfinkel and Gene Spafford (O'Reilly
and Associates, Sebastopol, Calif., 1996),
explains dangers to and methods for keaep-
ing systems and data securg. It covers com-
puter security basics, user responsibilities,
system security, network security, firewalls,
and ways of handling security incidents.

Larry J. Hughes Jr,, in his Actually Useful Inter-
net security Techniques (New Riders Pub-
lishing, Indianapolis, Ind., 1995), discusses
computer security basics and specifics of a
wide range of Internet security techniques,
including firewalls.

In Implementing Internet Security (New Riders
Publishing, Indianapolis, Ind., 1995) William
Stallings and his coauthors discuss the in-
consistencies, weaknesses, and breaches in
existing. computer security implementa-
tions and take a comprehensive look at
Internet and network security, including
firewalls.

Christoph L. Schuba’s dissertation “On the
modeling, design, and implementation of

firewall technology” (Purdue University,
Lafayette, Ind., December 1997) describes
a reference model for firewall technology
and discusses the life cycle model of fire-
wall design in detail.

Karanjit Siyan and Chris Hare, in their Internet
Firewalls and Network Security (New
Riders Publishing, Indianapolis, Ind.,1996)
offer guidance about security and the risks
involved in connecting to the Internet,
building your own firewall, and develop-
ing a solid understanding of concepts,
passwords, and standards.

For a comprehensive treatment of the many
cryptographic mechanisms applicable to
firewalls, see Bruce Schneier's Applied
Cryptography, second edition (John Wiley
& Sons, New York, 1995). )

For practical and cost-effective solutions to in-
formation security protection, including a
firewall product matrix and security edu-
cation and training, contact the Computer
Security Institute (CSI), 600 Harrison St., San
Francisco, CA 94107; 415-905-2626; Web,
httoiAww.gocsi.com/,

The International Computer Security Associa-
tion (ICSA), 1200 Walnut Bottom Rd.,
Carlisle, PA 17013; 717-258-1816; Web,
http:/Avww.icsa.net/, is an independent
organization that promotes continuous
improvement of commercial digital securi-
ty through the application of its risk frame-
work, and its continuous certification mod-
el, to certification, research, and related
activities. The ISCA certifies products, sys-
tems, and people.

The Computer Operations, Audit, and Secur-
ity Technology {Coast) Project at Purdue
University focuses on real-world needs and
limitations, aspacially those of axisting
computing systems. It has close ties to
researchers and engineers in major com-

panies and government agencies. For fur-

ther information, check its Web site at
http/fwwwyv.cs.purdue.edu/coast/.

InterNIC Directory and Database Services
(http:/ds.internic.net/) maintains several
archives that contain documents related to
the Internet, including Internet requests
for comments (RFCs) and informational

- bulletins (FYIs) and the Internet Engineer-
ing Task Force (IETF) activities. The Internet
Documentation Repository Web site is
http://ds2.internic.net/ds/dspgOintdoc.html.
The various RFCs mentioned in this article
can be found at that location.

The National Institute of Standards and Tech-
nology (NIST) Computer Security Resource
Clearinghouse (http:/csrc.nist.gov/) pub-

lishes national security standards, such as
the Data Encryption Standard (DES), and
computer security bulletins, such as
"Keeping Your Site Comfortably Secure:
An Introduction to Internet Firewalls”
(NIST Special Publication 800-10, by John P.
Wack and Lisa J. Carnahan, 1995).

Check out the Usenet comp.security hierarchy
(http:./AMmvww.liszt.com/ news/comp/security)
for security-related mailing lists. To sub-
scribe to a mailing list devoted to discus-
sions of the desigh, construction, opera-
tion, maintenance, and philosophy of fire-
wall systems, send an e-mail to majordo-
mo@greatcircle.com. Archives are available
at http:/Amww.greatcircle.com/firewalls. To
subscribe to a mailing list about firewalls in
the academic environment, send e-mail to
majordomo@net.tamu.edu. To get onto a
mailing list dealing with Unix and firewall
holes in great detail, send an &-mail re-
quest to bugtrag-request@fc.net.
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