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This week’s outline

® Some admin...

® Inter-process communication
= Message passing
mRemote procedure calls

® Data representation

Admin

Last week...

@ Tutorials start this week

Additional material posted to web
® Additional RPC material - extract from
Tanenbaum 2" edition

® Network examples
® Network topology
= Point-to-point
= Broadcast
® Protocols
= Protocol hierarchies
® Headers and Enveloping
® Services
= Service primitives
© OSI and TCP/IP models

Quick Quiz

Expected Learning
Outcomes

(To encourage you to recall and consolidate
last week's lecture)

® Draw examples of point-to-point and
broadcast network topologies.

® How do peer entities communicate?

® What's the difference between a service
and a protocol?

You have 2 minutes ]

® After this week'’s lecture, associated

readings and Tutorial 2, you should...

= Be able to describe the message passing
and RPC paradigms of inter-process
communication and be able to choose
appropriate methods for given distributed
applications

® Understand the issues involved in network
data representation and various
approaches to solving the problem
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Interprocess
Communication (IPC)

Services Provided to the Upper
Layers

e IPC

m Processes need to communicate
® Four IPC paradigms

= Shared memory

= Message passing

m Remote procedure calls (RPC)

= Transactions

P

Netorklayer ertace Notwork layer

The network, transport, and application layers
rase

Transport Service Primitives

Primitive Packet sent Meaning
LSTEN (none) Block untl some process vies o connect
CONNECT | CONNECTIONREQ.  Activly attemptto establish a connection
SEND AT Send nformation

RECEVE (none) Block untl 3 DATA packet arives

DISCONNECT REQ.

a0

The primitives for a simple transport service

Berkeley Sockets

Primitive Moaning

SOCKET | Greate a new sommurication end point
) ‘Associate a lcal address it a socket
CisTen

ACCEPT | Passively establish an incorning connecion
CONNECT | Actively atempt o establish a connection

SEND ‘Send some data over the conneto
RECEWE | Receive some data from the connecton
GLOSE  Release the connecion

The socket primitives for TCP

501

Example of Socket Programming:
An Internet File Server (1)

i

rs0a

« on the next page. The server responds by sending the whoe fie.

dene SERVER, PORT 12045

program

clude <systypesh>

= arbitvary, but client & server must agree +

#define BUF_SIZE  block transer size *
int main(int arge, char +"argy)
intc, s, bytes:
char bUTBUF SIZE] s bt o ncomig e+
struct hostent +h I*into about ser
truct sockaddr.in channe e ks 1P a3dres

Client code using sockets

Example of Socket Programming:
An Internet File Server (2)

e =) i Unage: clont sarercme Became
iostoyname(argu| ook up host's 1P adress */
0 ol gomostomre o)
§ acckePEINET. SOGK_STREAM, IPROTO. T
i (s <0) fatalCs
o mme\ X s\xeuu:hannem
channelsn_fami
e E<henne S S 4-adt. .o, Jongh).
channel sin_port= htons(SERVER_PORT)

= connect(s, (struct sockaddr +) Schannel, szeof(channe))
if (¢ <) fatal"connect fllec’)

Client code using sockets

r504

4
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Example of Socket Programming:
An Internet File Server (3)

Example of Socket Programming:
An Internet File Server (4)

= comnes, (struct sockaddr +) chane, szeofchannel)
(¢ < 0) ftal"connect fallec)

wite(s, argu2], sen(argH{2)+ 1)
1+ Go get the fle and wrie I fostandard output. 1
whie (1)

e -reacs, bt BUF SIZE) 1 ead o socet
f(bytes <=0 « check for end of fle
et e -t to standerd ouput

)
fata(char *sring)
prntCosi, sting).
(i)

)

Client code using sockets
ot

#include <sysitypes h> /+ Tis s the server code */

include <sysitcntlh>

Hinclude <sysisocket
#include <netnelin h>
#include <netat

= arbitrary, but clint & server must agree */
= block transfr size +/

int main(int arge. char *argvl)

nts, b, 1.1, sa, bytes,on = 1.

char buffBUF_SIZe] I+ bt for outgong e+

struct sockadar.in channel  holds IP address +
Server code

505

Example of Socket Programming:
An Internet File Server (5)

Example of Socket Programming:
An Internet File Server (6)

/ Buld address structure to bind to Socket. 1
memse(8channel. 0. szeof(channel);  /+ zero channel */

channel.sin_addr.s._addr = htonk(INADDR_ANY
channel sin_port = htons(SERVER_PORT).

e T SoCK StReiun IPPROTO TCP). I create socket
15 < 0) fata‘socket falec')
09 SOL-SOOKET, S0_REUSEADDR. cha ) 8on, s280fcn).
= bind(s, (struct sockaddr +) &chanel, sizeof(channel);
1 (<0t i e
1= listen(s, QUEUE SIZE)

2 » specity queve size *
i1(1< ) ffalCsten faled)

whie (1){
sa = accept(s. 0. 0 I+ block or connection request +
if(sa < ) fetaiccept filed)
readisa, buf, BUF_SIZE);
/= Get and return the fle. +/

I read fie name from socket +

n(buf, O_RDONLY 1+ open the il to be sent back +
i (19 < 0 fataiCopen faied”)
while (1) {

e = e, bt BUF_SIZE) e rom e

i (bytes <= 0) b I check for end of fle +

ksn o ey write bytes to socket +

= Synchronous (blocking)
eProcess blocked by OS until
communication finished
m Asynchronous (non-blocking)

— I+ cose e
| o I+ Gosa connection +
Server code ) Server code
Message passing - -
ge pa: 9 Notation
semantics ) )
®Two primitives @ Process flow mesine
= Send (
m Receive Process is running Time
® Options L

Process is blocked < \
(Suspended by 0S)

o

Communication

Function call return (data, signals etc)

15
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Message Passing
Primitives

Example

® Figures to be drawn in class
= Blocking send
= Non-blocking send
m Blocking receive
= Non-blocking receive

@ Choice of IPC primitives

@ (To be worked through in class)

Client-Server Model
Remote Procedure Call
RPC provides a higher abstraction of
communication than message passing
= Represents communication as procedure
invocation
ehides communication from programmer

- Creates an illusion that there is no message
passing - a procedure is invoked

ereplaces send of request and receive of
response with procedure call
= Is implemented using message passing
Note: Remote Method Invocation - RMI -
has similar features 21

Client-Server Model
Remote Procedure Calls

® General Client-server model
mFigure to be drawn in class

® Remote Procedure Call (RPC) model
mFigures to be drawn in class

®RPC
mvery popular communication and

distributed computing model

= Design Issues

eBinding, Heterogeneity, Transparency,
Parallelism

Client-Server Model
Remote Procedure Call

RPC Client RPC Server

Accept

Reply

Client-Server Model
Remote Procedure Call

@ Execution of RPC

Clent Hachine Server achine
T

Transport
iy

< 3

&
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Client-Server Model
Remote Procedure Call

RPC Design Issues 1:
Binding

® Design Issues
= Binding
= Heterogeneity
= Transparency
= Parallelism

® How does caller name and find
procedure to be called?
® Options
u Off-line
mRun-time - dynamic linker
«(Figure to be drawn in class)

RPC Design Issues 2:
Heterogeneity

RPC Design Issues 3:
Parallelism

® How does system deal with
= multiple machine types
m programs written in different languages
® Static declarations of procedure
interfaces
= Types must be independent of any
programming language
= Stubs
eautomatically generated
eperform conversions as needed

@ How to achieve concurrent operation
of client and server?
= Non-blocking calls
= Blocking calls with multiple threads

RPC Design Issues 4:

Exception Handling 1

Transparency
® How much like a local procedure call? ® Server crash, client can
® Problems =hang

= Client or server failures
>Exception handling
®m Parameter passing
e Problems with
- Call by reference
- Pointers
- Procedures and functions
Marshalling

= time-out and report exception

= time-out and retransmit
@ Ideally - idempotent operations
® Semantic classifications of an RPC

system:

= Exactly once

= At most once

m At least once
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Exception Handling 2

Blocking semantics -
summary (1)

e Client crash
= leaves orphan RPCs executing on
server
@ Options are
= Extermination
= Expiration
= Reincarnation
= Gentle reincarnation

po-s26

® Blocking semantics (blocking send,
RPC/RMI) are suitable for client-server
communication
= Unless client has some processing to do
when waiting for server’s response
® Blocking semantics applied for server-
to-server communication negatively
impacts on the system performance
m Unless threads are used (i.e. threads are
blocked not the main process)
»

Blocking semantics -
summary (2)

Data Representation

® Remote Method Invocation (RMI) in object
oriented languages like Java also has
blocking semantics so its impact on
performance is the same as RPC if applied
to server-to-server communication

© RMI has lighter restrictions on parameter
types that can be used by method
invocation than in RPC

eo-s26 po-s20

@ Receiver should extract the same
message that the sender sent
u Sender and receiver must agree to a
message format or presentation format

Exercise...

Big-Endian vs Little Endian

® How might the (decimal) integer
number 1024 be transmitted?
= (1024 = 10000000000,)

® What about -1?

» po-s30

Big-endian
= Most-significant byte stored or
transmitted first (big end first)
® Little-endian
u Least-significant byte stored or
transmitted first
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Marshalling

Data Types

o530

® Argument encoding sometimes called
marshalling
m Decoding -> unmarshalling
® 3 issues
= Data types
= Conversion
= Tagging

® What data types might we want to
transfer?

P53t 2

Conversion

Decoding

o533

® Two strategies
= Canonical intermediate format
eParticular format defined for each type
u Receiver-makes-right

Sender uses own representation, receiver
does any necessary translation

® How does the receiver know what’s in
the message?
= Example: [03]3c|b7|5b|4b|53]41]4c]
(Hexadecimal)
@ What could this mean?

o534 W

Tagging

Data Representation
Examples: XDR

po.534

eTag
= Additional information included in
message to aid decoding
® Untagged data
m Receiver just knows
oHow?
® Always need tags for variable length
arrays

® External Data Representation
® Characteristics
= C types
= Canonical intermediate form
eBig-endian, two's complement
= No tags
e Except for array lengths

op-535t0 537
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Data Representation
Examples: ASN.1

Data Representation
Example: NDR

® Abstract Syntax Notation
= ISO standard
® Characteristics
u C types
m Canonical intermediate form
mTags
® Each data item: <tag, length, value>

o-537 10 538 po-s30

® Network Data Representation
® Characteristics
= Receiver-makes-right
= Each message has architecture tag
eIntegers - big-endian or little
e Characters - ASCII, EBCDIC
eFloating Point - IEEE754, VAX, Cray, IBM
= Individual data items untagged
= C type system

XDR Examples

More Information

®To be presented in class

© XDR Standard - RFC 1832

= http://www.fags.org/rfcs/rfc1832.html
® Big-endian vs Little-endian

m http://www.NovelTheory.com/techpape

rs/endian.asp

Summary: This Week’s Topics

What YOU should do in
the next week

® Inter-process communication
= Message passing
= Remote procedure calls

® Data representation

® Do readings for week 2 (if haven't
already)
= Tanenbaum pg 5t :495-506, 543-546
(4t Ed: 368-376, 526-529)
® Read additional RPC material
® Attempt Tutorial 2
® Readings for week 3
= Tanenbaum pages 5t :541-543 (UDP)
5th :552-581 (TCP)
m4th : 524-526 (UDP); 532-553 (TCP)

s
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