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WRITE ANSWERS ON THIS QUESTION PAPER IN THE SPACES
PROVIDED

ANSWER ANY FIVE QUESTIONS

Question 1

(a) List two ways in which the OSI reference model and the TCP reference model are
the same. [2 marks]

Bothh ace layeced
<

Network | Tmmsmr-\’ \cwers have
Stwu\ar -Qmo\’\ona,\xjrﬂ

Rotle olesy\meoﬂ Jo be im‘olemew-ﬁeo(,

{b) List two ways in which the OS] reference model and the TCP reference model
differ. {2 marks]

Numbee of laﬂecs
Numbee of Pm%cots ot ditecod lﬂ\z,{ecs‘
TP doesot speciby  physioad lacrer
! N N AN ~N
OST wodel has no wiolag usal I'vvqf lewneidecion.

(c) 802.11 is a networking standard developed by which body?{1 mark]

|EEE
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Question 1 (cont)

(d) Suppose a router has accepted flows with the TSpecs shown in the table below,
described in terms of token bucket filters with token rate r packets per second and
bucket depth B packets. All flows are in the same direction and the router can forward

one packet every 50 ms. T 'ZCQPM&CE %ﬂ( sec .

Flow I3 B

X 2 10 |
Y 6 4
Z 10 10 5

(1) What is the maximum delay a packet might face? [2 marks]

budce{soevmpeae al same +ime, P ofs
o440 = MPML@({ zrp, = |.Zs

Z

(ii) What is the average number of packets from flow X that the router would send
every 10 seconds? [2 marks]

Qurege = Ty ¥t = 2% 10 = ZO pactels
NJ i

(iii). What is the minimum number of packets from flow Z that the router would
send over 2 seconds, assuming that the flow sent packets at its maximum rate
uniformly? {3 marks]

awsw@ﬂ‘% So WX,( &*ﬁ*i =10 +2%2 =1l

)
=

So Max, +M0"<j = 30
ca et |
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Question 2

(@) An RPC protocol is used to implement a database access system such as a library
catalog system.

(i) For which (one or more) of the following RPC semantics would an idempotent

procedure always work correctly: zero-or-more, at-least-once, at-most-once, exactly-
once? [2 marks}

df leask once, sachly once.

(i) Give a clear and unambiguous example of an idempotent library catalog database
access request. [1 mark]

Qetvrn the 4itle for a,\qliven all pumber
oQ Qeiffmn Hhe [Oam S-lwf»ts -Qr a book.

(ii1) Give a clear and unambiguous example of a non-idempotent library catalog
database access request. [1 mark]

Check ot o book i it is not checked ok,
otherwise give an error i€ is checled oot
N

ed

(b) Perform encryption and decryption using RSA as explained in lectures for the 0{ mod ZE
following: p=7, q=13, e=29: [6 marks] ed m oc zZ=1 I 29
G-)= T2 5 N
1) 7= “') - ' = ii)d= 3 I
{i) z (_:P ? T ()d " [
- I

= z 29
n=pq:=q Mied s 2 wod 91 = 32

(i11) If Plaintext M=2, Ciphertext C=

4 s
(iv) If Ciphertext C = 16, Decrypted Plaintext Mz C MOJ n= l é mwl’ C” = 7’1"

(c) In network security, what is a hash function such as MD5 used for? [2 marks]

It i vsed o code @ message digesdt Lo
essage avthenticattdn, N

¥ QSSE‘V\MM in 2007 wns 4 {{Lmrj cm‘w(@j
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Question 3

(a) You are hired to design a reliable byte-stream protocol that uses a sliding window
(like TCP). This protocol will run over a 1Mbps network. The round-trip-time (RTT)
of the network is 500ms, and the maximum segment lifetime (MSL.) is 100 seconds.

(i) How many bits would you include in the AdvertisedWindow field of your protocol

header? [ 1 mark]
[ é bits

(ii) How many bits would you inciude in the SequenceNumber field of your protocol

header? |1 mark}
Ll biks

(b) Why does the TCP checksum calculation violate a strict layered protocol
hierarchy? {2 marks}

The checksomn  vses the IP address

as purjr of pseudoheader and Huis is pot Da.nL
of TCP packet.

() Name one other feature of modern IP-based computer networks which violates
the strict layered protocol hierarchy. [2 marks]

~ NAT olaamqe,s \P address  anel Por+ odolress
so it cbuuqas transport Iacrer, bot it is &
helwock lager {vackion. -
< TP faguadaiin chages DL ot

Jfeont

-

0 AW shodd keep link LMl
~ dela C{l'\'ﬂ <xbw = 500ms ¥ IMbps = :SLOOkL’
\ (2500 Bgms. ¥ 25 Zeqbs 2> bs83

10 SEgNO shoold nof wpep in MSC : 25ME

1005 xzzz PSQKMB Zou(._ 16 THB ,aqu;.‘-
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Question 3 (cont)

(d) You are designing a new format for audio disks based on next generation BluRay
optical disks. Each disk can hold 25 gigabytes (25 x 10° bytes) of data,
Assume:
The audio sampling rate is 48 kHz.
There are two audio channels (left and right).
For each sample, each channel uses 16 bits PCM coding plus 8 bits for error
correction,
There is no compression.
5% of the disk capacity is reserved for directory information.

How many hours of music can such a disk hold? [2 marks]

ZZ',? hr.

(e) An audio streaming server has a one-way distance of 50 ms for data from the

server to the media player, once the server receives a pause Of 1esume message . The
delay for pause or resume control information from the media player back to the
streaming server is 100ms.

The server outputs at 2 Mbps. Assume P(t(-jou"' a_,[&) at 2 M ‘bf—‘

The media player has a 1 Mbyte buffer.

(i) What is the minimum value for the low-water mark? [2 marks]

37,500 B

(ii) What is the maximum value for the high water mark? {2 marks}
L, Ol o-(é B (: [MB — 3715“00@

d) 3 &(('E/Samrle 4 l-i-g ksample/sec < %f:{éﬁfﬁs
1.0355”63 iS-Z? ?CZS-GE _ ZZ' ?

Levgj'm = 1.0368

ey ) PTT= 1SOms = O.&
low- waker mak = -t WP[a s

0. 1Ss v 2ZMbps

= Zoo, 090 b 37,5008
Mﬁl‘"waiar mark = M‘%( (T A sever W)

< [MB — 0.5 2Mbps = [M- 375008
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Question 4

(a) An FM radio channel is 100 kHz wide. What’s the maximum bit-rate (bps) which
can be sent if 16-level digital signals are used? Assume a noiseless channel. |1 mark]}

N U\ns'\’% QOOk 3 \')Ol/sec x L b*/m = 800 DOO I;P_s
Nl Al % )

(b) An FM radio channel is 100 kHz wide. What’s the maximum bit-rate (bps) which
can be sent if the signal-to-noise ratio is 20 dB? {2 marks]

666 Lk bes

(b)Y An FM radio channel is 100 kHz wide. What’s the maximum bit-rate (bps) which
can be sent if the signal-to-noise ratio is 0 dB? |2 marks]

loo kbpc

...cont/
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Question 4 (cont)

{c) Given the network below and using the metrics shown on the links as the basis for
optimality:

(i) Complete the following table showing the distance of each nede from A after each
step of Dijkstra’s algorithm. Permanent labels should be shown as circled in the table.
{2 marks]

Distance from A to Node ...

Step B C D E F

1 @ M # 5

2 @ 8

’ A |® e

4 @ D 13,

(i1) Sketch the shortest path from A to F using Dijkstra’s algorithm on the diagram below.
{2 marks]

.../cont
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Question 4 {(¢) (cont)

(iii) Show the spanning tree rooted at A which is formed by the application of Dijksira’s
algorithm from part (i) (make sure your sketch clearly shows which links are on the tree
and which are not).

The metrics are the same in each direction on the link.

(Note that the two diagrams in (i) and (ii) are the same). |3 marks]}

e e At e s ne 4 e L e L e e s e e s e
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Question §

(a) A cyclic redundancy code has 12 message bits and uses the generator polynomial
to produce an 8-bit CRC field:

X 4+ xC+x+1

Deduce the redundant checkbits which would be appended to the following message
at the sender side: 110011001101, [4 marks]

110011001101 Oounol

(b) The following bits are transmitted on a link which uses HDLC framing and bit
stuffing. What data is passed to the receiver after bit stuffing and framing has been

removed. {2 marks] .
d and B ffed S'H QEQJ. b‘-"s
Framed and Bit-stuffed;
Prame //7; N frame

011Illi({lllllﬁliillﬁOOOO()lll1011111P100111 01111110

After framing and bit stuffing removed at receiver:

LIt tun goooeo o (W top t

..Jeont

too0tO1

[ bo IloO L O] DPORaRS
1 govo \! ‘
HocE
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Question 3 (cont)

{¢) Suppose that a TCP message that contains 3000 bytes of data and 20 bytes of TCP
header is passed to IP for delivery across three networks on the Intemet (i.e., from the
source host to a router to another router to the destination host). The first network has
an MTU of 1500 bytes; the second has an MTU of 576 bytes, and the third network
has an MTU of 1500 bytes. (The MTU is the largest IP frame payload, including any
IP header). Give the size, offset and MF flag (1 or 0) fields of the sequence of
fragments delivered to the network layer at the destination host. Assume all IP
headers are 20 bytes. {4 marks]

Size Offset MF
572 © {
572 64 |
396 138 ‘
572 185 !
572 251 r
396 323 !
80 3o o
(d) (i) Convert the IP address whose hexadecimal representation is 8

dotted decimal notation. |1 mark]

\30. blt. 21.

138

(ii) What class of network does this belong t0? [1 mark]

Page {1 of 14

B

140

MTL 1S0D
=20 headec
Iy p@bad
(- 185#8)

TU 576
’: 20 header
+ 5572 P@W

=bq %8
(L{_ ba,l.es unusidl.
3@20
s§¢

“—(goé'nt
+ \L“g0€$5-l
+ bo ¥
Yhew o,
ss2+
276

Z}CHEA o

Hen w@
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Question 6

(a) Consider a baseband bus with a number of stations.

Assume

an average distance between stations of 100m

a maximum distance between stations of 250m

a propagation speed of 200,000 km per second

a data rate of 10 Mbps

a CSMA/CD access method based on the IEEE 802.3 standard

. & & ¢ »

(i) What is the average time to send a packet of 1500 bits to another station, measured
from the beginning of the transmission to the end of reception, assuming no collision?

[T mark]
T +Profloonn = BYer S:pcs

(ii) If two stations begin to transmit at exactly the same time, how long will it take on
average before they notice a collision, in seconds? [1 mark]

PRoP 00w - o, -S/-M.S

(iii) If one station starts transmitting, what is the time after which the station knows
that it seized the channel (i.e. there will not be any collision during this transmission)?
[2 marks]

2. PROP 25 o1 2 2-5: ws

(iv) What is the minimurm packet size to ensure collision detection works correctly?

2 marks|
bits for i) 25 bits / le Eq@es wouldl [m)
N acleeptable
..‘./com +fa y\SMISC‘:; on 4,;‘,“{ = I SOO ‘D'(‘LS

< % \O Mbps
= 150}&5
R ) o s
’P(Dp +ime &Hr 100m= L;,J-”-‘ 0 /M

G < (0F mls
(R 1
7 oy -P{o(;-HW\C = SOO(W';:—? 2.§/AS
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Question 6 (cont)

(b) Consider the connection-oriented (virtual circuit) switches in the figure below.
The connection tables lists, for each switch, what <port, Connection-Identifier> pairs
are connected to what other. Connections are bidirectional. Hosts are shown as round
nodes, switches are shown as rectanguiar nodes, with switch port numbers shown at
the end of each link.

!V 1 \ t
—| SI R3 -~
2. 1 ‘l. fl‘- 3 2‘ 2_ I - \| 3
Il 3 3 )
3 | I
t
1 2 2
g ./' ‘: Mz—ﬂm\‘
S2 I WS4t
1 3 1 \\ \ 3
AN
2
i
Switch S1 Switch §3
Port CI Port CI Port CI Port Ci
1 1 3 1 1 1 2 1
1 2 2 1 1 2 3 1
2 2 2 i 2 Z
Z 3 3 3
Switch §2 Switch 5S4
Port Cl Port Cl Port CI Port Cl
2 1 1 2 1 1 1
3 1 2 2 2. 2 i 2
3 2 Z 3

(i} Add extra connection table entries to the tables above (o add a new connection
between C and E. Assume that the connection identifier (CI) assignment always picks
the lowest unused CI on each link, starting with 1. [3 marks}

L..cont/
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Question 6(b) (cont)

(i) List all endpoint-to-endpoint connections in the table below.
The connection from part (i) has already been added. [3 marks]

End Point Endpoint
C E
& E
G <
C D
END OF PAPER
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