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Architectures of pervasive computing
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Programming of context-aware applications
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Introduction

Current Computing Paradigm

e Currently, computing is computer-
centric

e This requires users to:
— Learn new technologies and interfaces
— Perform configuration and customisation
— Manage devices and applications

The Problem of Heterogeneity

e Large variety of computing devices:
— Static or mobile
— Standalone or embedded
— Device capabilities (CPU, memory, display, etc.)
o Large variety of communication networks:
— Ethernet, Wifi, WiMax, Bluetooth, ZigBee, 2.5G, 3G
— QoS requirements (data rate, latency, jitter, error rate)
— Various ranges of coverage
o Variety of cooperation paradigms: client-server and its

3-tier and N-tier extensions, peer-to-peer (P2P), grid
computing...




Pervasive Computing: Definitions

* No consensus on definitions:

- Pervasive Computing

- Ubiquitous Computing

- Invisible Computing (rarely used)
* Approaches to this problem:

- Terms used as synonyms, or

- Definitions based on level of mobility
and level of embeddedness

Pervasive Computing: Definitions

Example definition [1] (CACM, Vol.45,
December 2002)

Level of Embeddedness

High
Pervasive Ubiquitous
computing computing
Low- High
Level of mobility

Traditional

business Mobile

computing computing

Pervasive Computing Paradigm

e Vision of future computing proposed in late 1980's
» Everyday objects (e.g., lamps, coffee cups, soup
cans,...) get computing ability

« Ideally, all these objects are wirelessly connected
e The ultimate goal: computing when and where

you need it provided through a network of
unobtrusive devices.

Pervasive Computing

» Pervasive Computing offers seamless
computing via:
— Self-configuration

— Awareness of circumstances (context)
surrounding tasks

— Self-adaptation if context changes

Pervasive Computing —
Requirements

« Seamless computing supporting

— mobility (users, devices, applications)

- network and device independence

- provision of QoS (wide range of QoS types)

- compensation for system “failures”

- accommodation of changing user requirements
and preferences

- security, privacy
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Pervasive Computing —
Requirements

« Intelligent support for user tasks:
- context aware-applications
- awareness supported by
Asystem'’s knowledge about networks and
devices
Acontext data from sensors
Auser defined/inferred context
0 QoS requirements of applications
o user preferences
0 user activities




Context Definitions

¢ Context defined variously as:
- An application/user’s environment or situation

- A combination of computing, user and physical
features

e Definition from Dey & Abowd [2]:

"Context is any information that can be used to
characterise the situation of an entity. An entity
s a person, place or object that is considered
relevant to the interaction between a user and
an application, including the user and the
application themselves.”

Context Definitions

e From the UQ/NICTA Pervasive Computing Group:

— The context of a task is the set of circumstances
surrounding it that are potentially of relevance to its
completion

— A context model identifies a concrete subset of the
context that is realistically attainable from sensors and
users, and able to be exploited in the execution of the
task

Context Definitions

— Context informationis a set of data, gathered
from sensors, applications and users, that
conforms to a context model and provides a
snapshot that approximates the real-world context
at a given point in time.

Context Awareness

» Context of computation may change

« Context of computation may be (partially)
captured by context information

« Context information can be used to
— provide seamless computing
— provide relevant services to users

Needed: Information about requirements and current
status of computations and their environments

Context Information
- Examples

e user location, devices, applications
e user preferences and QoS requirements
« application QoS requirements and status
e device and network capabilities and
their current status
« relationships between context information

Example Applications
— Relevant Services

» Presentation of information and services to the user
(e.g. tourist/museum guide -
GUIDE [6], Cyberguide [7])

¢ Automatic execution of a service for a user (e.g.,
sensor triggered emergency help);

» Tagging of context to information to support later
retrieval (e.g., reminder and note-taking
applications)

¢ Educational systems based on learning ontologies
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Example Applications
— Seamless Computing

¢ Network and device independence

— applications move between devices and adapt

— applications distribute their components over
nearby devices (e.g. sound, text, video)

— communication streams move between
networks - context-aware vertical handovers
triggered by

« predicted disconnections
» network QoS changes
e users entering networks (e.g. better QoS)

Context Processing and
Management

Context-Aware Applications
- Early Architectures

e Application bound to a particular set of
sensors

¢ Predefined methods for data processing
and information gathering

 Limited reconfiguration ability

Context-Aware Applications
- State-of-the-Art

Uses a context repository:
- Context model per application

— Context management system shared by
applications

Low level complexity hidden
Reusable Context Information
Reconfiguration possible

Context-Aware Applications
- Comparison
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Context Modelling and Processing

e So far, context-aware applications are built
mostly on context information sensed from
physical sensors

e Models for gathering sensed context
information are reasonably well developed

e Many context-aware applications require
combined sensed and non-sensed context
¢ General context models are required




Processing Sensed Context
Example 1

e Context Toolkit [9]:
- Programmatic support for distributed acquisition of
context information from sensors.
— Uses hierarchy of:
« Widgets — software wrappers for sensors
 Interpreters - raise abstraction level of context information
« Aggregators — collect context data related to a single entity

Processing Sensed Context
- Example 1

o Standard libraries of reusable components

« Widgets use persistent storage (relational
database)

» Widgets provide historical data

¢ Quality of context information is not addressed

Processing Sensed Context
- Example 1

Context Toolkit Architecture

Application
Interpreter

Aggregator

Interpreter

Processing Sensed Context
- Example 2

¢ Extension of Dey’s model [10]
— Adds support for imperfect context information
¢ Extensions include meta data channels:
— quality and source of context information

— control channel (supports dynamic
reconfiguration of components)

—action channel (e.g., actuators)

Processing Sensed Context
- Example 3

e Schmidt et al [11]:

— Architecture for processing sensor data from sensors
embedded on one device (e.g. context-aware phone -
a mobile phone with a variety of sensors)
e Two-phase process
— Cues — derived from readings (e.g. average, standard deviation)

— Abstract context description (rule-based algorithms, statistical
methods, neural networks)

Processing Sensed Context
- Example 3




Processing Sensed Context
- Example 4

e Location information, Indulska et al [12]
e Location information can support:
—single applications, and/or

— infrastructure responsible for seamless
computing

Processing Sensed Context
- Example 4

e Various types of location information
— physical sensors
« GPS receivers, mobile phones, passive and active
badges, cameras (face recognition), etc
— virtual sensors
o |ocation extracted from application events,
operating systems (monitoring keyboard use,
file server use, etc) and networks (IP addresses)

Processing Sensed Context
- Example 4

e Location Management system needs to
— gather location from many sources
— translate to common format
— resolve conflicts in location readings
— raise it to higher abstraction (if needed)
— support requests and notifications
— ensure privacy and security

Processing Sensed Context
- Example 4

e Context
Application Application Management JLApplication

Application layer

Abstraction layer
-z,

notification

Sensor Sensor Sensor request
agent agent agent a

Processing Sensed Context
- Example 4

e Scalability issues:

— Geographical distribution of location sensors

— Support for large number of location sensors

— Support for large number of notifications and
queries

— Inter-domain user movement

— Granularity of location notifications

— Frequency of database updates for moving
objects [6]

Processing Sensed Context
- Example 4

Scalable interactions between components
and between components and clients

« Notifications used as a main interaction paradigm

e Components can also respond to queries

e Granularity of location notifications
— persistent storage at Fusion Layer
— granularity of notifications specified by clients

 Granularity of notifications requested by users
impacts on granularity of notifications from
sensors (Fusion Layer database updates)




Processing Sensed Context

- Example 4

« Location conflict resolution at the Fusion
Layer needs to take into account:

- Resolution differences of location sensors

- Confidence in readings (dynamically adjusted)

Context Modeling and Management

e Processing sensed context information is
only part of the problem
e General context models are needed
— to capture various types of context information
— to capture characteristics of context information
» Context management techniques
— to serve large numbers of applications
— to reuse context information

Context Modeling

e There exist some early models of:
— context information
— context management

* Some context models are very simple
(simple environmental variables)

¢ Other incorporate specification of
—information quality (accuracy, confidence,

update time)

Context Model

— Example 1
« Cooltown model [13]:
- Web based approach
- Very informal context model (arbitrary
- information)
- An entity (person, place, thing) associated
- with URL

- Context description retrievable via URL
- Restrictive context discovery mechanism
- (location-based)

Context Model
— Example 2

« Harter et al. [14]:
— Object-oriented approach
- Three-layered context management
Alowest — context information data base
Amiddle — additional functionality
« support for object model (CORBA based)
« caching
« location specific services
Aupper — dlients and producers of context data

— No quality or temporality considered

Context Model
— Example 3

<Judd & Steenkiste [15]:
— Each type of context uses a separate server
- Generic interface allowing rich queries;

- Client can specify
Atime limits on response
Abounds on meta-attributes
¢ accuracy
- confidence
« update time
« sample interval
— Very fragmented view, complicates context
management (relationships, conflicts)
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Context Model
— Example 4

*Henricksen & Indulska [3,4,5]
— Context information is heterogeneous and
can be obtained from a variety of sources
— Applications and context management
require information about context:
Atype
Aquality
Atemporal characteristics

Context Model
— Example 4

« Context information is heterogeneous:
- sensed
- static
- profiled (by user)
- derived (from other context facts)

Context Model
— Example 4

Sensed context
¢ low persistence
¢ may be inaccurate, unknown, or stale
* source of errors
— sensor failures
— network disconnections
— delays (in communication or processing)

Context Model
— Example 4

Static context
e valid long term
¢ no quality problems

Context Model
— Example 4

Profiled context
* moderate persistence
* prone to staleness
e source of errors
— user omitting updates

Context Model
— Example 4

Derived context
e variable persistence
e subject to errors and inaccuracies
e source of errors
— imperfect inputs
— oversimplification in derivation mechanisms




Context Model
— Example 4

 Context information may differ in quality
 Context attribute may be

— unknown

— ambiguous

— imprecise

— erroneous

Context Model
— Example 4

¢ Context information needs temporal
characteristics
— past state
— current state
— future state
— changes in state over time

Context Model
— Example 4

e Context model needs to capture a
variety of dependencies
— physical laws
e e.g. bandwidth-power dependency
— ownership
* who owns devices

* which computers have a license to run
particular software
— derivation rules

o for derived context

Context Model
— Example 4

» Type classification (static, profiled,
sensed, derived) can support context
management tasks including

— update management
— resolution of inconsistency

Context Model Context Model
— Example 4 — Example 4
Context management

Context management Derived

context

o
Processing  riangtation/
sensed

context mapping

Actuator
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Application context Conceptual
context model
] |
Application cn:mlext Application context 4
| |

Context management

Context
management

Context processing




Context Model
— Example 4

¢ Modelling approach:
— Step 1: construction of a conceptual model

— Step 2: mapping of the conceptual model to
the relational model

— Step 3: generation of a context management
infrastructure from the conceptual model
¢ Object Role Modelling (ORM) has been
extended to support step 1

Context Model
— Example 4

e Basic modelling concepts of ORM:
— stored fact types
— constraints (restrict population of fact types)
— derivation rules (production of additional fact
types)
e Conceptual models are constructed
diagrammatically
e Each fact has a label — semantics in natural
language

Context Model
— Example 4

e Example fact type in ORM

¢ Timeszmp

¢ ORM extensions
— context types
— temporal fact types
— quality
— dependencies between fact types 57

Context Model
— Example 4
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Context Model
— Example 4

Mapping to a context management system

¢ ORM provides relational mapping procedure
(Rmap)

* ORM constraints are enforced at run-time by
a relational database

e Extensions are implemented by a lightweight
infrastructure above the database

o Static, profiled and sensed context data are
mapped to unique relations
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Context Standardisation

» Standardised ontologies for context terms
 Standardised context models
 Standardisation is very important

— interoperability

— reuse
 Standardisation lags behind...
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Adaptations

Adaptations

Adaptations can be applied at various layers:
¢ Applications
— internal adaptation
— external adaptation
o Middleware (e.g. reflective middleware)
* Networks (vertical handovers, routing)
» Operating systems (resource management)

Context-Aware Applications

Examples of internal adaptation:
» context-aware adaptive conferencing
¢ |ocation based services

Examples of external adaptation:
» adaptation of communication streams
» context-aware adaptation of information
streams (content mediation)
« teleporting of applications

Network Adaptation

» Context-aware handovers of data and real
time streams between networks (Ethernet,
WLAN, Bluetooth, GPRS, UMTS)

¢ Routing adaptation

¢ Resource management adaptations

Adaptation Decision Engines

 Currently most context-aware applications
use simple decision logic that is built-in
Adaptation triggering model
— events — notifications about context changes

— context change evaluation may trigger
adaptation

— rule based triggering model used
— rules specify which action should be
taken for particular context changes

Adaptation Decision Engines

¢ Future systems will need to integrate
adaptation from
— various applications
— various layers
e Integration of adaptations requires
— separation of adaptation logic from
applications
— creation of general policies to provide
optimal resource management
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Adaptation Decision Engines

There are some early approaches to build
general adaptation engines which provide
integrated adaptations for many
applications
e early ones dealt with bandwidth only
(e.g. Mobiware)
* newer approaches use policies which
govern adaptation for a wider set of
context [16]

Architectures

Interaction Semantics

» Most pervasive applications/systems use
notifications as a communication paradigm
— to support a triggering model
— to provide scalability
— to allow easy reconfiguration
« Notification systems with flexible registration
for events is required
e Pervasive systems also need to support
queries

Current Architecture

Application
Decision engine
Processing sensed context
@ @ @ 70

Future Architectures

Application Adaptation
Application Adaptation

Policies

Decision engine

Context management

Context processing

Actuator

Future Architectures

¢ External, system wide adaptation decision
engines are suitable for external adaptations
e Future architectures will need to balance:
— External adaptation
— Internal adaptation
¢ Future architectures will need to balance
application adaptation with system
adaptation
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Programming Context-Aware
Applications

Challenges

» Context management uses fine-grained
context information:
— different from high level context concepts
— difficult for programmers to bridge these two
levels
» Context-aware applications should be
evolvable:
— accommodation of changes in user
requirements and preferences
— accommodation of changes in application’s
context model "

High-Level Context Concepts

One more level of abstraction is needed to
make programming easier

Situation abstraction Situation abstraction

Conceptual context model

Context management

High-Level Context Concepts

« First model which recognised the need for
higher abstraction — Stick-e notes [17]

o It presents information to users
in context-dependent fashion

« Triggering engine selects the notes based
on context

e Stick-e note is specified using SGML and
includes content and context

» Very effective model but for narrow domain

76

High-Level Context Concepts
- Logic-based abstractions

Situation abstraction, Dey [18]

 Abstract context defined as conditions upon
one or more context attributes (without
specifying interactions with widgets,
interpreters, etc).

e Situations are formed from a list of
equalities and inequalities connected by
logical conjunctions

High-Level Context Concepts
- Logic-based abstractions

Situation abstraction (cont.)

e Example: location = room 440 and
price > 70
¢ Restrictive model, cannot express
— relationships
— quantification
— histories
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High-Level Context Concepts
- Logic-based abstractions

Ranganathan’s model [19]
 Context captured as predicates
Context (<Context Type>, <Subject>, <Relater>, <Object>)
e Example:
Context (Location, Karen, Entering, Room 440)
e Restrictions — does not support
— histories
— dependencies
— quality

Evolvable, Context-Aware
Applications

e Traditional programming not suitable
(Mif”, “case” statements)

¢ Programming models and tools are needed
— to externally elicit user preferences
— to evaluate context changes

¢ Example solution — preference model,
triggering and branching, Henricksen &
Indulska [3,4,5]

Summary

¢ Context-aware systems:
— Definitions
— Examples
 Exploration of issues including:
— Context modelling, gathering, management
— Adaptations, architectures
— Programming context-aware applications
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