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Abstract. The recently released CMMI offers a
Capability Maturity Model integrated for software
and systems engineering. The Australian Defence
Force intends to use CMMI to assess suppliers of
software intensive systems. A key aim is to identify
the strengths and weaknesses of system and software
suppliers, and to address identified weaknesses early
in the acquisition process. This paper describes an
extension of CMMI to explicitly deal with safety
engineering, for use in assessment of suppliers of
safety-related systems.

INTRODUCTION

Very few large software intensive development
projects are successful first time. Many development
projects across the world have suffered dramatic
failures, at great financial cost to suppliers, their
customers and the public. When safety is added to the
equation, the consequences of failure are not just
financial loss and inconvenience. In the worst cases,
failure can mean loss of human life (Leveson 1995).

One approach to increasing project success rates
is to use suppliers that can demonstrate a mature
capability in system and software development. The
Software Engineering Institute, Carnegie Mellon
University, recently released CMMI: the Capability
Maturity Model - Integrated for Systems
Engineering/Software Engineering (CMMI 2000a).
CMMI aims to provide guidance to organisations on
how to improve their processes and their ability to
manage development, acquisition and maintenance of
products and services.

CMMI can also be used as a basis for assessment
of organisations. With this in mind, the Australian
Government’s Defence Materiel  Organisation
(DMO), part of the Australian Defence Force, will
adopt CMMI and its associated assessment
methodology, SCAMPI (CMMI 2000b), as a key tool
in their acquisition processes.

In the USA, the general approach to using
CMMI-type models in acquisition has been to insist
that suppliers attain an overall capability maturity
level. This is often a prerequisite of contracts, for
example. In Australia, the DMO intends to use
CMMI instead as a risk-management tool, in which
the capability of systems suppliers is assessed with
respect to certain engineering processes. The aim is to
address any identified weaknesses as part of the

acquisition project programme by introducing
project-risk mitigations, such as budgeting for
process improvement in a specific areas.

However, the DMO recognises that CMMI is a
generically structured framework, which requires
amplification for specialised areas of software and
systems engineering, such as safety engineering.
Developing safety-critical systems is a high-risk
activity and requires specialised skills and experience
within an organisation. Hence, the DMO has initiated
a technical study on Safety Capability Assessment,
aimed at producing a safety extension to CMMI. The
technical study is part of the ‘DefSafe’ project being
undertaken by the Software Verification Research
Centre at the University of Queensland, aimed at
improving safety-critical system acquisition practices
in the DMO.

The Australian Defence Force operates and
maintains a diverse range of safety-critical and
safety-related systems. A number of different system
and software safety standards are used in acquisition
projects, depending on the nature of the system and
the acquisition. Such standards include US Mil-Std
882C, UK MoD standards 00-55 and 00-56, NATO
STANAG 4404, Australian Def(Aust) 5679, and
avionics software standard RTCA/DO-178B. The
emerging civil functional-safety standard IEC 61508
is also expected to exert increasing influence on
future acquisitions. See (Wabenhorst 1999) for an
overview of the different safety standards.

This paper describes how we are extending
CMMI to support capability assessment of proposed
suppliers of safety-critical systems to the DMO. The
extension is informed by the above standards and
intended to operate with each of them individually or
when taken in combination.

OVERVIEW OF THE STRUCTURE
OF CMMI

We begin with an overview of CMMI before
discussing how it is being extended. CMMI is
presented in a document suite which contains training
materials, an assessment method and the process
model itself. The process model is available in two
representations: ‘staged’ and ‘continuous’.

The staged model is aimed at assessing the
capability maturity level of an organisation as a
whole. There are five maturity levels ranging from



“Performed” through to “Optimizing”. Each maturity
level identifies a number of process areas that the
organisation should be implementing at that level. If
the organisation can show that it is implementing the
processes in a manner sufficient to fulfil the goals of
those process areas then it can claim to be at that
maturity level.

By contrast, the continuous model defines
‘capability levels’ for each process area. Capability
levels range from “Not performed”, through
“Performed” and up to “Optimizing”. The model can
be used to develop a profile of the organisation’s
capabilities in different process areas. The model has
been developed in such a way that key dependencies
between process areas are respected. For example, it
would be difficult to perform ‘“Requirements
Management” without developing requirements first.

While perceived as having a generally positive
impact on suppliers’ process improvement, capability
maturity ratings are a coarse instrument and can be
misleading (O’Connell 2000). In keeping with its
purpose of using capability assessment as a risk-
management tool, the DMO has decided to use the
continuous model as the basis for its assessments.

The process areas in the CMMI continuous
model are divided into four categories:

- Process Management

- Project Management

- Engineering

- Support
Under each of these categories are collections of
Process Areas. A Process Area is a cluster of related
Practices performed collectively to achieve a set of
Goals (CMMI, 2000). For example, in the
Engineering category the Process Areas are:

- Requirements Management

- Requirements Development

- Technical Solution

- Product Integration

- Verification

- Validation.

Process areas contain:

- Specific and Generic Goals — These

describe the purpose of the process area.

- Specific and Generic Practices — These
describe activities which are considered
important in achieving the goal that the
practice is mapped to.

- Sub-practices — These provide additional
guidance on meeting the Practices.

- Introductory Notes

- Typical Work Products

- Generic Practice Elaborations

- Discipline Amplifications — These provide
additional guidance for particular
disciplines. At present, discipline
amplifications exist for system engineering
and software engineering.

A SAFETY PROCESS MODEL

The challenge in extending CMMI for safety
engineering was to find the optimum method of
integrating the safety processes with the existing
CMMI. Two fundamentally different approaches
were investigated:

e A ‘distributed’ approach, in which the elements
of safety management/engineering are distributed
across the existing CMMI model

e A ‘stand-alone’ approach, whereby the CMMI
model is extended with Process Areas specific to
safety management/engineering goals.

In order to compare the two approaches we first

developed a hierarchical ‘safety process model’

embodying the key elements of safety processes
extracted from the different system and software
safety standards in use at the DMO. The CMMI

structure and the safety lifecycle of (IEC 61508,

1998) also influenced our model.

The structure of the safety process model is
shown in Figure 1. High-level safety process
elements were broken down hierarchically into finer
elements (see Figure 2 for an example) and guidance
was provided for bottom-level elements. For
example, against the element which states that a
systematic approach should be used for hazard
identification, guidance is provided on suitable
techniques, e.g. Hazard and Operability Studies
(HAZOP) or Functional Failure Analysis (FFA).
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Figure 1 - Structure of Safety Process Model












