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A systematic approach to software safety integrity levels

Peter A. Lindsay

Abstract

International Standards for safety-critical soft-
ware typically use notions of Safety Integrity
Levels (SILs) which in our experience are dif-
ficult to apply and which lack credible as-
sessment criteria. This paper proposes risk
modelling as a basis for allocation of SILs to
software and illustrates its use. It also pro-
poses software-directed evaluation criteria for
SILs, to assess what level of integrity is actu-
ally achieved. We contend that the approach
leads to more credible results, and more cost-
effective ways of delivering software safety as-
surance.

1 Introduction

Software 1s increasingly being used in safety-
critical applications. Unlike most hardware
failures, software failures are “systematic” and
software faults may lie hidden for a long time
before being revealed.

Many standards for the development of
safety-critical software and systems introduce
the notion of Safety Integrity Levels (SILs).
Roughly, SILs represent the “degree of free-
dom from flaws” that is required from the sys-
tem or software. The notion implicitly rec-
ognizes the fact that 100% assurance is im-
possible to achieve for complex systems. In
essence, the standards use SILs to dictate the
nature and degree of scrutiny that is applied to
safety issues during development: e.g. by rec-
ommending the kinds of techniques to be ap-

John A. McDermid

plied, the degree of independence to be used
in verification and validation, and the com-
petence of staff. This could be termed a
“process-oriented” view of SILs.

Standards which apply this kind of ap-
proach include generic standards such as
IEC 1508 [1], MOD 00-56 [2] and DOD 882C
[3], and industry-sector specific standards for
aerospace [4],! railway signalling [5], and au-
tomobiles [6].

Because software does not cause harm di-
rectly, but only as part of an overall system, it
is important to be able to assess the software’s
contribution to, and responsibility for, overall
system safety. To apply the notion of SILs
to software — or other components, for that
matter — 1t is thus necessary to have a way of
apportioning integrity to system components.
This is the point where standards begin to dif-
fer most, and where the process-oriented view
of SILs begins to reveal its shortcomings.

We contend that current approaches to SILs
lack credibility because they have concen-
trated almost exclusively on the process and
have ignored the product. They lack credibil-
ity in theory as well as in practice [7]. A short
review of current approaches is given in §2 be-
low; for each approach 1t 1s possible to 1den-
tify realistic scenarios which lead to counter-
intuitive results.

Another important shortcoming of current
approaches is that they give little or no guid-
ance on how to assess whether desired levels of

18ILs are called Development Assurance Levels

(DALs) in DO178B.



integrity have actually been achieved, and in
particular, on what forms of evidence should
be required in safety cases for the different
SILs. Thus, setting of SILs is often left “open
loop”, and the achieved levels of integrity are
not verified.

A “product-oriented” view of SILs is
needed, to complement the predominantly
process-oriented view. This paper sets out to
address this need. In §3 below we outline re-
quirements for a more systematic approach to
SILs. §4 sketches a proposal for a new basis for
allocation of SILs, which generalises the cur-
rent approaches and addresses many of their
limitations. Finally, §5 sketches a new basis
for assessment of integrity of software compo-
nents, based on the notion of “depth of anal-
ysis”.

2 Review of existing ap-
proaches

This section contains a brief review of some
widely referenced standards, to set the con-
text for our approach. The desire to resolve
some of their various ambiguities is one of the
motivations for the approach discussed below.

2.1 IEC 1508

Functional safety: safety-related systems [1]

This is a generic standard for safety-related
computer-based systems. The standard at-
tempts to be comprehensive, but is large and
still in draft form in places, and so can be dif-
ficult to interpret and apply. Safety integrity
is defined to be “the probability of a safety-
related system satisfactorily performing the
required safety functions under all the stated
conditions within a stated period of time” ([1]
Part 4, p.12).

In TEC 1508, safety integrity requirements
for safety functions are set directly from target
(maximum) failure rates. The latter are mea-
sured in two different ways: as dangerous fail-
ures per year, for continuous control systems;
and as probability of failure to perform design
(sic) function on demand, for protection sys-
tems. The guidelines for determining SILs are
unclear, however. For example, Part 5 talks in
terms of the amount of risk reduction achieved
by adding protection mechanisms: a target
probability of failure is calculated as the ratio
of frequency of failure with protection against
frequency of failure without protection. This
fails to take account of the possibility that such
additions may result in new failure modes and
new risks [8]; what then is the validity of using
“likelihood of failure without protection mech-
anisms” in calculating how much risk reduc-
tion has been achieved?

Guidance is lacking at a number of other
critical junctures. For example, it is com-
mendable to acknowledge the difference be-
tween continuous control and protection, but
there is a whole spectrum of applications be-
tween these two extremes. Guidance figures
in terms of dangerous failure per year are pro-
vided for SILs for continuous control systems,
but there is no guidance on how to determine
these, and how to allocate SILs to components.

2.2 UK MoD 00-56

Safety management requirements for defence
systems containing programmable electronics

[2]

This is a reasonably comprehensive stan-
dard for safety management. It is generic and
requires tailoring in places: e.g. it gives recom-
mended interpretations of probability for ac-
cidents in terms of system lifetime, then re-
quires that a project-specific Accident Risk
Classification Scheme be developed which de-



fines levels of tolerability (i.e., it does not
prescribe risk classification). In determining
hazard probability targets, the user can take
into account the “probability of events leading
from a hazard to an accident”.

In outline, the SIL assignment process is as
follows: A “first function” is identified for each
particular hazard, and assigned a SIL accord-
ing to the severity of “worst credible accident”
that could result from failure of the function
(Part 1, Table 7). SILs for “second and subse-
quent functions” are set according to severity
of outcome, combined with a failure probabil-
ity for the first function. SILs for components
are set according to the highest SIL of the
functions they implement; rules are provided
(Part 1, Table 8) that allow components of a
lower SIL to implement a function of a higher
SIL provided certain conditions are met.

In our experience, this process has a number
of shortcomings. First, little guidance is pro-
vided on how to interpret worst credible acci-
dent. Next, it is not always clear what should
be taken to be the first function. (What is
the first function in an object-oriented soft-
ware system, for example?) In our experience,
1t is quite often possible to identify and decom-
pose functions in different ways, leading to dif-
ferent SIL-assignments for components under
the above process.

More generally, application of the integrity
decomposition rules is difficult and can lead
to results which are hard to justify and/or
counter-intuitive. For example, a “voter com-
binator” might guard against sensor faults but
does not guard against common failure modes
or faulty requirements; similarly, N-version
programming does not guard against faults in
the software requirements specification. There
is a danger that SILs may be set lower than is
appropriate. On the other hand, application
of the rules often results in higher than ex-
pected SILs for components which contribute
only marginally to safety.

2.3 MIL-STAN 882C

System safety program requirements [3]

This US DoD standard introduces “software
control categories”, which are roughly a mea-
sure of the control software has over safety-
critical functions. SILs are then determined

directly from the control catecorv and cever-
aireclly irom ine control category anda sever

ity of outcome, using a risk matrix. Roughly,
the more control is vested in software (rather
than humans) and the worse the severity, the
higher the SIL.

The software control categories are difficult
to interpret —in fact, they are not even exhaus-
tive — and little guidance is provided (however,
see §2.5 below). The basis for assessing risk via
such categories is highly questionable. It pre-
sumes that the risk of software fault leading
to an accident is decreased by giving the hu-
man more control. This may be true for some
military systems but it 1s certainly not true
more generally: e.g. in applications calling for
very short response times, or with very high
operator workload.

2.4 MISRA

Motor Industry Software Reliability
Associalion Report 2: Integrity [6]

This is an example of a sector-specific (UK)
standard which is able to take advantage of its
more specialised application domain — vehicle-
based software — to offer tighter guidance on
SILs. The standard talks in terms of con-
trollability — roughly, likelihood that a typical
driver will recover from, or tolerate, a failure
without incident — and provides useful guide-
lines on how to determine controllability. Soft-
ware SILs are then set according to software-
failure implications with respect to control-
lability. For a combination of reasons (not
least, the perception that the driver is ulti-
mately responsible for safety of the vehicle’s



passengers), controllability categories have a
degree of validity in this context, and seem
much more convincing than the 882C software
control categories.

2.5 STANAG 4404

Safety design requirements and guidelines for
munition related safety critical computing
systems [9]

This generic NATO software-safety stan-
dard defines safety design requirements for
software, and gives guidance on how and when
the requirements should be applied, verified
and tested. It also has tailoring guidelines for
anumber of different kinds of munition-related
systems. It gives “computing system control
categories” for many examples, for use with
sister-standard STANAG 4452 (Safety assess-
ment requirements for munition related com-
puting systems).

We mention STANAG 4404 here because
it is one of the few examples of a combined
product/process-oriented approach, whereas
all of the preceding are process-oriented.

3 Requirements for an im-
proved approach

Each of the above approaches has its problems.
This section discusses requirements for a more
systematic approach to SILs.

3.1 Severity

The definition of risk as a combination of
severity and likelihood [10] is widely accepted
and is not in dispute. When predicting or as-
sessing system and software risk, however, the
severity of a given hazard is not always clear.
There may be factors outside the system’s con-
trol which affect the likelihood that a system

hazard leads to a mishap. Different outcomes
may be possible:
much rarer than the

the “worst case” may be
“most usual outcome”
but have far greater severity.? The severity
of an accident might be different depending
on when it occurs: e.g. 00-56 allows that “dis-
tinct safety targets may be agreed for different
groups of people who may be harmed” (trained
operators, MOD employees, general public).

Most standards are overly simplistic in their
approach to assessing severity, or give little
useful guidance. An approach is required
which takes into account all the outcomes in a
balanced way.

3.2 Likelihood

Since software failures are “systematic” it is
very difficult to predict the likelihood of a
hazard occurring. In fault-tolerant design,
one of the aims is to identify possible “ran-
dom” failures and try to mitigate their re-
sults; in safety-critical design, systematic fail-
ures should be treated similarly. Defence-in-
depth means that different layers of protection
should be designed in. As a result, relatively
sophisticated models of cause and effect are
needed, as a basis for predicting likelihood of
system failure from likelihood of component
failure can be very complicated. Again, stan-
dards are overly simplistic on this point. The
TEC 1508 categorisation of systems as contin-
uous control or protection systems, and mea-
surement of risk reduction through protection,
is an example of over-simplification. The 00-
56 use of first functions and subsequent func-
tions is another example. A more sophisti-
cated framework for likelihood prediction is
required.

2For example, for an air-traffic control system, the
worst outcome for a “loss of separation” hazard is
many of hundreds of fatalities in a mid-air collision,
but the more likely outcome is a near-miss, without
loss of life or injury.
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