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Abstract  
Pervasive systems require context awareness in order to be 
able to provide “anywhere, anytime” computing to mobile 
users. One type of context information is location 
information: pervasive systems require knowledge of the 
location of users, devices and services. This paper reviews 
location management for pervasive systems. The review is 
based on our experience in the development of a location 
management system. Issues discussed include the types of 
location sensors (which are categorised as physical, virtual or 
logical); the processing of location information; and an 
architecture for a location management system. Three issues 
of ongoing importance are discussed in greater detail. These 
are location conflict resolution (i.e., how can the location of 
an entity be determined when multiple sensors provide 
conflicting information); the security and privacy of location 
information; and scalability issues in location management. 
Keywords: pervasive systems, location-aware 
applications, context-aware applications, location 
sensors 

1      Introduction 
The growth in mobile computing has created 
increasing interest in utilising location information in 
mobile computing applications. There are already 
many approaches to define location information, to 
track the location of users and devices, to manage such 
location information, and to utilise location 
information to support mobile users.  
Location management systems which gather and 
manage location information can be used for a variety 
of purposes and their complexity depends upon their 
purpose. Such systems are often used to provide users 
with information which is specific to user location (e.g. 
tourist guides) as evidenced in the work of Cheverst, 
Davies, Mitchell, Friday and Efstratiou (2000) or to 
support the delivery of personalised and location-
sensitive information as in the BlueLocator project 
described by Chen, Chen, Ding, Rao and Liu (2002). 
Henricksen, Indulska and Rakotonirainy (2002) 
showed that location information can also be used as 
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one of the attributes of complex context information which 
supports pervasive systems. 
Recently, we have observed an increase in user demand for 
pervasive systems which provide “anywhere, anytime” 
computing: users often want access to the same computing 
applications and information on their workstation in the 
office, on their computing devices at home or on a variety of 
mobile devices when they are on the move. Pervasive 
systems need to be able to deal with the mobility of users 
and their devices and also, in the future, with users who may 
want to change their computing device whilst running some 
computing applications. For example, a user may change 
from using a PDA to using a workstation when the user 
moves to an area where this is possible. A pervasive 
computing infrastructure should allow users to move their 
computational tasks easily from one computing environment 
to another and should allow them to take advantage of the 
capabilities and resources of their current environment.  
Pervasive systems have to be context-aware, i.e., aware of 
the state of the computing environment and also of the 
requirements and current state of computing applications. 
One type of context information is location information 
(e.g., the location of users, devices and services) which 
needs to be gathered from a variety of location sources, or 
sensors. The location information can be physical (e.g., 
location provided by a GPS device and a variety of other 
physical sensors), virtual (e.g., information provided by a 
calendar application), or logical (location information 
inferred from information provided by a physical or virtual 
sensor).  
As pervasive systems are very complex and can use location 
information from a variety of sources and for a variety of 
purposes, gathering and managing location information in 
pervasive systems is a complex task. There are a variety of 
issues which need to be addressed in such systems, 
including: (i) types of location information (many sources 
and kinds of location information), (ii) location resolution 
and associated errors, (iii) resolution of conflicting location 
information, (iv) location information access and privacy 
(who can access location information and how can it be 
used), (v) architectures of location management systems, 
and (vi) integration of location information management 
with general context management in pervasive systems 
(cooperation of location management systems with the 
pervasive systems infrastructure) in a way which ensures 
scalability of the whole system. 
In this paper we present a discussion of location 
management in pervasive systems. We describe the 



requirements for such systems, characterise current 
solutions and show the issues which are yet to be 
properly addressed. The discussion presented in this 
paper is a result of a lesson we have learned whilst 
building a location management system and integrating 
it with a pervasive system infrastructure. 
The structure of this paper is as follows. Section 2 
characterises a variety of sources of location 
information. Section 3 presents an overview of issues 
related to processing location information like 
heterogeneity of location representations, architectures 
of location management systems, interfaces of location 
management systems and briefly describes problems 
which are encountered when location information is 
processed. The three most complex of these problems 
are discussed in the following sections 4, 5 and 6 
which describe conflict resolution, access and privacy, 
and scalability issues, respectively. Section 7 
concludes the paper. 

2      Sources of Location Information 
There are many sources of location information. We 
will consider the term sensor to mean a system which 
provides information. Location sensors can be 
physical, virtual or logical.  
Physical location sensors provide information about 
the position of a physical device. Virtual location 
sensors extract location information from virtual space, 
i.e. software applications, operating systems and 
networks. Logical location sensors use information and 
events from physical or virtual sensors to infer physical 
location information.  
We will use the term entity to refer to the person or 
piece of equipment whose location we are interested 
in. Physical, virtual and logical location sensors are 
described in more detail in the sections below. 

2.1 Physical Location Sensors 
Physical location sensors come in many shapes and 
sizes and use many different techniques for 
determining position. Physical sensor systems usually 
have two components which we will term devices and 
infrastructure. There is also an associated 
communication medium by which the devices and 
infrastructure communicate. 

A device is the equipment associated with an entity. In 
some cases the device itself may be the entity of 
interest (e.g. we may be interested in where a mobile 
phone is rather than where the owner of the phone is) 
and in other cases the “device” may be a characteristic 
of the entity (e.g. biometric data). Examples of devices 
are GPS receivers, mobile phones, passive and active 
badges, people’s faces, magnetic-stripe cards and even 
simple barcodes. 
The sensor infrastructure is that equipment which 
needs to be installed and usually remains in a fixed 
position. Examples of infrastructure corresponding to 

the devices above are GPS satellites1, mobile phone towers, 
badge proximity detectors, cameras, magnetic card readers 
and barcode readers. Infrastructure also includes supporting 
software which may be needed to manage the system and 
provide location information using some data format. Such 
software can be termed the sensor agent. 
The communication medium is the mechanism by which the 
device and infrastructure communicate. This communication 
can be unidirectional or bidirectional and, if bidirectional, 
different media may be used for each direction. 
Communication may occur by transferring information via 
the medium (using some sort of modulation), or it may be 
that the presence or absence of the medium conveys 
information,2 e.g. ultrasonic pulses. For the first three 
examples above, communication is via radio-frequency (RF) 
electromagnetic waves: GPS uses frequencies around 
1575.42MHz and 1227.6MHz; GSM mobile phones use 
frequencies around 900/1800/1900 MHz (depending on the 
country or system); and badge proximity detectors are 
usually based on frequencies in one of the unlicensed ISM 
(Industrial, Scientific and Medical) frequency bands (e.g. 
902 to 928MHz). Cameras receive visible light from their 
“devices” (faces); magnetic-stripe cards use data stored 
magnetically; and barcodes are usually read with visible or 
infra-red lasers. Other communication media include 
ultrasound, infrared light and, in the case of contact devices, 
electrical signals. It should also be noted that 
communication may occur within the infrastructure (e.g. 
between “base stations”) and that this communication may 
use a different medium.  
The sections below present a taxonomy of physical sensor 
technologies. An alternative taxonomy is presented by 
Hightower and Borriello (2001). Many of the categories 
presented in their work are subsumed into the four 
categories presented here. 

2.1.1 Proximity vs. Position 
Physical location sensors can provide either position or 
proximity information. Position sensors attempt to provide 
the coordinates of an entity (or more usually, a device) 
relative to some coordinate system. The coordinate system 
may be fixed and global (e.g., the latitude, longitude and 
altitude reported by a GPS receiver); or it may be mobile 
and local (e.g., “3 metres to my right”). Different sensors 
will have different resolutions and associated errors. These 
may range from centimetres (e.g. the ultrasound positioning 
of the Active Bat system described by Harter, Hopper, 
Steggles, Ward, and Webster (1999)) to tens of metres (e.g. 
raw GPS). Different sensors will also have different ranges 
over which they operate, ranging from zero (e.g. contact 
sensors and card readers) to global (e.g. GPS). 
Proximity sensors locate an entity or device as being within 
a region but can not position the device within that region. 
Region sizes may range from tens of centimetres (e.g. RFID 
passive tags) to tens of metres (e.g. Bluetooth and 802.11 
cells) to hundreds of metres (e.g. mobile phone cells).  
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Proximity sensors with overlapping detection regions 
can form the basis of position sensors. Position 
information can be generated via triangulation or 
trilateration. The Active Bat system  uses this approach 
with ultrasound time-of-flight. Many commercial RF-
based real-time location systems (RTLS) use this 
approach with RF signal strength (e.g. WhereTags by 
WhereNet Corp. (2002) and SpiderTags provided by 
Wireless Mountain Lab.  Inc. (2002)).  

2.1.2 Line of Sight  
A number of sensor technologies require there to be 
clear line-of-sight between a device and its associated 
infrastructure. Examples of devices requiring line-of-
sight include GPS devices (clear line of sight is 
required from the receiver to multiple satellites) and 
most ultrasound or infrared based devices, e.g. Active 
Badges (as described by Want, Hopper, Falcão and  
Gibbons (1992)), and Active Bats. Some of these 
devices may work without clear line of sight, e.g. by 
reflecting signals off walls, but performance can be 
degraded. Communication, and therefore location 
sensing, is generally impossible if the device is 
completely obscured. For a device carried on or by a 
person, this is a particularly important consideration. It 
may be necessary for a device to be visible externally 
for the sensor to work, for example, the device may 
need to be pinned to clothing, or worn around the neck. 
Such requirements may prevent uptake of a device 
compared with one which can be carried in a pocket.  
Systems built upon communication media which can 
penetrate clothing, people, and walls (e.g. various parts 
of the electromagnetic spectrum) have the advantage of 
fewer constraints on device and infrastructure 
placement. The disadvantage of these is the loss of 
information provided by natural barriers, e.g., because 
signals can travel through walls it may not be possible 
to determine which room a device is in. 

2.1.3 Complexity Trade-off 
There is a trade-off between the complexity of 
individual devices and the complexity of the 
infrastructure. Devices can range from simple, 
completely passive RFID tags at the low complexity 
end, to mobile phones or PDAs combined with GPS 
receivers at the high complexity end of the spectrum. 
Infrastructure component complexity can range from a 
simple barcode reader to a complex collection of 
directional antennae attached to a processing unit. 
Infrastructure and communication complexity usually 
increases as the required coverage range increases or as 
the required resolution distance decreases. 
By moving complexity into the device, the 
infrastructure can often be made simpler. For example, 
the Cricket location system shown by Priyantha,  
Chakraborty and  Balakrishnan (2000) allows a simpler 
infrastructure (multiple uncoordinated base-stations or 
beacons) by moving the position computation into the 
device. Increasing device complexity, however, usually 
comes at the expense of increased device power 
consumption. For devices associated with people, this 
can reduce convenience through larger batteries (and 

hence larger device size) or more frequent charging or 
replacement of batteries. 
The trade-off to be made will usually be cost-based and will 
depend upon the application. If the system is tracking many 
devices over a limited range, one might choose to have 
simple devices and a more complex but limited 
infrastructure. On the other hand, if the system is tracking 
few devices over a wide area, one might choose the 
opposite.  

2.1.4 Identification 
Many sensor systems incorporate the concept of identifying 
particular devices via some unique ID and centrally 
determining and monitoring the location of that device. This 
is ideal for inventory control and similar applications, but 
when the tracked entity is a person it raises privacy and 
ethical issues (discussed further in Section 5). Some systems 
compute location information on the device itself (e.g. GPS 
and Cricket), with Cricket allowing users to publish their 
location if they wish. 
There are many physical sensors which can provide non-
identifying information which can be used to generate or 
infer useful location information. Examples include the 
detection of movement in a room and door openings and 
closings. In a sole-occupant office, such information might 
be used to infer the location of the occupant. Such logical-
sensors will be discussed further below. 

2.2 Virtual Location Sensors 
Events in virtual space can also provide location 
information. The sensors of such events are software 
processes rather than physical devices and infrastructure. 
Such sensor processes can monitor application events, 
operating system events or network events. 

2.2.1 Application Event Sensors 
Various software applications often hold information that 
can give location information about particular people or 
equipment. Examples include a networked calendar system 
which might list a person’s appointments (with associated 
locations); a travel-booking system; even email may contain 
location information (although it may be difficult to extract 
automatically). An application event sensor can be 
considered a software process or module that is able to 
extract location information from some software 
application3. 

2.2.2 Operating System Event Sensors 
A computer’s operating system is aware of the activities 
occurring on the computer and is usually aware of the 
user(s) using the computer. Such virtual information can be 
used to provide physical location information. For example, 
console keyboard or mouse use by a logged-in user can, in 
most cases, be assumed to indicate that the user is using the 
computer. Similarly, information about remote logins and 
file server use can identify the computer which a particular 
person is using. This information, coupled with knowledge 
of computer locations, can be used to infer the location of 
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users. If the computer is capable of being mobile (e.g. 
a laptop or PDA), the computer’s location may be able 
to be determined by network event sensors, as 
described below. 
Operating system event sensor processes may be run 
by any user (e.g., a sensor based on the UNIX “finger” 
command) or they may require special permission 
(e.g., administrative privileges or kernel modifications 
may be required to monitor keyboard activity). 

2.2.3 Network Event sensors 
A computer’s IP address is a virtual location – a place 
on the network at which the computer can be found. 
An IP address is made up of a network number (and 
possibly a subnet number) along with a number which 
identifies the host on the network or subnet. Networks 
or subnets often correspond to particular physical 
locations; for example, an organisation may have an 
IPv4 class B network for a campus which is broken 
down into subnets for each building.  
A mobile computing device may use a particular IP 
address on one network, and another address on a 
second network. Determination of which address is 
active provides a virtual location for the device, which, 
when coupled with additional information, can provide 
a physical location. Such additional information may 
include, for example, the fact that a particular person 
has an office in each building and can only be 
physically networked in those offices.  
A sensor process able to determine such virtual 
locations could take the form of an instrumented 
DHCP (Dynamic Host Configuration Protocol) server, 
or it could be a process which regularly “pings” a 
series of IP addresses to determine which are “alive”. 
Similar sensors can operate at lower network levels, 
e.g., looking for the presence of particular network 
interface cards (NICs) by watching Address Resolution 
Protocol (ARP) packets for particular MAC addresses.  
In some cases, a virtual location can not easily be 
converted to a physical location. For example, an IP 
address assigned for a dial-in connection provides no 
physical information unless it can be coupled with 
other knowledge, e.g., caller-ID information or the fact 
that a particular user only ever dials-in from home. In 
other cases, proxies or gateways may obscure a user’s 
true virtual location and hence their physical location. 

2.3 Logical Location Sensors 
Many of the physical and all of the virtual location 
sensors described above require some form of 
computation or association in order to provide physical 
location information. Logical location sensors combine 
information from a physical or virtual sensor with 
information from some other source in order to infer 
the physical location of some entity4. The additional 
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information can be as simple as a database of the locations 
of fixed equipment (e.g., magnetic card readers or desktop 
computers) which, when coupled with an event from a 
sensor (e.g., card swiped or user logged in), can give a 
physical location. 
Sensor agents (i.e., controlling software) associated with 
physical location sensors may, under this definition, be 
considered logical location sensors. Given the role of 
software in most physical sensor systems, the boundary 
between logical sensors and physical sensors is somewhat 
blurred. The easiest way to specify the boundary is based on 
system interfaces. A physical sensor system provided by 
some manufacturer may be able to infer location based on 
information stored within the system. If the interface 
provided by the manufacturer directly provides physical 
location information, then this complete system can be 
considered a physical sensor. If, however, a separate 
(perhaps third-party) hardware or software module is 
required to perform the inference, then this module can be 
considered a logical sensor which works with a particular 
physical sensor system. 

3 Processing of Location Information 
The research on pervasive computing systems is a response 
to the emergence of new types of mobile and embedded 
computing devices and developments in wireless 
networking. The domain of computing began to spread from 
the workplace and home office to other areas of everyday 
life. In the future, cheap, interconnected computing devices 
will be ubiquitous and capable of supporting users in a wide 
range of tasks as predicted by Weiser (1994) and Norman 
(1998). Computing devices will take many forms, from 
traditional mobile devices such as mobile phones and 
handheld computers, to networked home appliances and 
wearable computers. In addition, research is being carried 
out on intelligent objects (“smart items”) – objects with 
embedded storage, computing and communication 
capabilities, as shown in the work of Beigl, Gellersen, and 
Schmidt (2001). Such objects can interact and create 
communities of smart items. The objects or the communities 
can also interact with users through users’ computing 
devices. 
Pervasive systems are highly complex systems. The 
environment in such systems is heterogeneous and makes 
constructing location management systems a complex task. 
The previous section clearly showed that sources of location 
information are heterogenous. Location sensor agents 
produce fragments of location information which differ in 
type (physical, virtual, or logical), spatiotemporal 
characteristic (location, orientation, motion, time), 
resolution (i.e. level of accuracy), and granularity of the 
information (i.e. how often it is provided) - to list the most 
important differences.  
The location information has to be gathered from sensor 
agents and reconciled, i.e., various types of location 
information about particular entities (e.g. users, devices, 
applications, and smart items) have to be compared and 
evaluated in order to compute the location of the entities. 
Some of the problems which have to be solved during such 
reconciliation are reasonably straightforward. For example, 
location readings from two physical sensors, where one of 
the sensors provides a location region (e.g. a phone cell) and 



another the exact coordinates, can be easily resolved if 
the exact coordinates are within the specified region. 
There are however a number of problems which are 
quite difficult to resolve based on the location 
information only. If a user has many devices (e.g. 
mobile phone, PDA, laptop) which can provide 
physical location information and in addition the 
system is able to gather some virtual location 
information (e.g., from software agents interacting 
with the user) the location management system may 
need to deal with conflicting information and has to 
provide a means for resolution of such conflicts.  
To compare and evaluate location information 
aggregated from a variety of sensors, a location 
management system has to be able to transform the 
location information into a common format. In 
addition, as location information should be made 
available to a variety of clients (e.g., users, computing 
applications and the pervasive system infrastructure), 
the selected format should be suitable for all of these 
clients of the location management system. There are 
already several approaches to define the format of 
location information including the OpenLS initiative 
(as described by Hecht (2002)) with the OpenGIS 
location specification language (from Open GIS 
Consortium (2002)) which uses the Geography Markup 
Language (GML) location representation format, and 
approaches like the Mobile Location Protocol 
developed by Location interoperability Forum (2002) 
which uses XML for location representation and 
defines location formats as DTDs. The drawback of 
format definitions like GML is that they are defined to 
describe spatial physical location and it would take a 
considerable effort to extend them to incorporate 
virtual location information. As XML is commonly 
used in current distributed systems and e-commerce 
systems, it provides a more open, flexible and scalable 
solution for a common location representation format 
in pervasive systems.  
Location management systems gather location 
information from many sources and process it to create 
the final representation available for a variety of 
clients. The location management systems developed 
so far for mobile distributed computing and location-
based applications usually have a hierarchical 
architecture.  As  discussed by Leonhardt (1998), the 
architecture of these systems can include the following 
layers: Application/Presentation Layer, Fusion Layer, 
Abstraction Layer, Reception Layer, and Sensor Layer 
(see Figure 1). The hierarchical architecture is also 
suitable for location management in pervasive systems 
and the architecture of our location management 
system follows the hierarchical approach. However, it 
has to allow scalable distribution of the location 
management system, and the functionality of particular 
layers needs to be refined to fully address the 
requirements of pervasive systems, as described below.  
Sensor Layer. The lowest level of the location 
management architecture is the Sensor Layer which 
represents the variety of logical, virtual and physical 
location sensor agents producing sensor-specific 
location information (e.g., GPS coordinates, mobile 

cell, information that a particular mobile entity was 
recognised by a camera, or IP address). 
Reception Layer. The fragments of location information 
produced by sensor agents are delivered by the Reception 
Layer to the Abstraction Layer. It is necessary that the 
solutions used in the Reception layer are open (can easily 
accommodate new types of sensors) and scalable (can easily 
accommodate a larger number of sensors). 
Abstraction Layer. This layer takes sensor-specific location 
information delivered by the Reception Layer and 
transforms it into a standard format. This layer needs to 
capture relationships between locations and their identifying 
features as it needs to associate attributes (eg. mobile cell 
identifiers) with physical places (for example, suburbs). 
Relationships between different places should also be 
managed.  
Typically, relationships between different places are 
modelled as a “contains” relationship. For example, there 
exists a direct “contains” relationship between Lower 
Manhattan and Manhattan; there also exists a transitive 
“contains” relationship between Lower Manhattan and the 
city of New York. Other (non-hierarchical) approaches to 
defining relationships between different places are also 
possible. The Abstraction Layer has to provide these 
transformations for both physical and virtual location 
information5 and needs to provide mappings between virtual 
(conceptual) and physical location information, where this 
has not been performed by the sensor.  
The Abstraction Layer, like the Reception Layer, needs to 
be open and scalable; it should easily accommodate 
translations of new types of physical or virtual location 
information and use a scalable method for persistent storage 
of received location information. This location information 
is then available for processing by the Fusion Layer (see 
Figure 1). In our location management system we 
implemented this persistent storage as a relational database. 
The Fusion Layer. The Fusion Layer retrieves location 
information from the persistent storage and collates 
currently stored location updates to return a single, coherent 
location of an entity. If there are conflicts in the processed 
location information they should be resolved at this layer.  
In our system, the processing at the Fusion Layer is 
performed on demand to provide scalability of the location 
management system. This is because there could be a great 
difference between the frequency of location updates from 
sensors and the frequency of location information requests 
from the clients of the location management system. By 
introducing persistent storage at the Abstraction Layer, it is 
possible to perform costly fusion algorithms only when they 
are required, not for every location information update. 
Once a location has been determined, it should be cached as 
a complete location description which will be valid until 
another update pertaining to that entity is received at the 
Abstraction Layer. As a result, many requests for a single 
entity’s location can be served without significantly 
increasing the cost of generating the location from 
individual location fragments if location information 
updates are not very frequent. 
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Figure 1. Architecture of a location management 
system 
 
The Application/Presentation layer. This layer 
interacts with the variety of clients of the location 
management system and therefore needs to address 
several issues including access rights to location 
information (who can access the information and to 
what degree of accuracy), privacy of location 
information (how the location information can be 
used), security of interactions between clients and the 
location management system, and scalable mechanisms 
for interactions between the system and its clients. 
Due to strict privacy laws in many countries it is 
necessary that appropriate privacy policies are 
incorporated into the location management system, i.e., 
the system provides an appropriate language to define 
privacy policies, provides an interface to define, 
modify, and delete privacy policies, manages the 
policies in a persistent store and applies them when 
requests for location information are processed. The 
management of privacy policies has to be scalable as 
both the number of clients of the location management 
system and the number of entities for which the 
location management system keeps location 
information can be large. 
Another important issue for this layer is the provision 
of flexible and scalable interaction mechanisms (and 
appropriate user interfaces for them) for interactions 
between the system and its clients. Different clients 
(users, applications, infrastructure of the pervasive 
system) can have different requirements with regard to 
mode of interaction (pull/push) and granularity of 
location information. For some clients, the pull mode 
(client/server) of interactions may be suitable as they 
need location information only when they request it. 
However, for other clients the push model (information 
about location is “pushed” to the client when the 
location information changes) is more appropriate.  
The need for a push model can be easily explained 
taking the infrastructure of pervasive systems into 
account. This infrastructure has to manage context 
information and location information is one of the 
attributes of the context information. As the context 
management part of the pervasive system has to 

evaluate context changes of particular entities to decide 
whether any adaptability actions have to be applied, it 
requires notification of the location changes in order to 
perform the evaluation. To provide a scalable solution, the 
interface to the location management system needs to 
provide a way for its clients to express their requirements 
for notification about location changes and the required 
granularity of this notification. The granularity of 
notification depends upon the need of a particular client 
(user, application, context management) and may be 
different even for the same tracked entity (e.g., one client  
may need to be notified if a user leaves a building, when 
another has to know user movements with a granularity of 1 
m). 
As can be seen, there is a plethora of issues which need to 
be addressed in location management systems in order to 
make them suitable for pervasive systems. In the following 
sections we discuss in more detail three of these issues: 
conflict resolution of location information, security and 
privacy of location information, and scalability of location 
management systems. 

4     Conflicting Location Information  
As shown in section 2, location information in pervasive 
systems can have many sources. This is particularly true for 
users as their location may be indicated by a variety of 
physical, virtual and logical sensors, and their devices’ 
locations may be indicated by a similar variety or sensors. 
An example of such conflicting location information is the 
following set of location readings: GPS coordinates from a 
user’s car (corresponding to a company parking lot), cell 
identification from the user’s mobile phone (corresponding 
to the area around the user’s home), virtual information 
from a location tracking agent in the user’s workstation 
which observed that the user typed on the keyboard 10 
minutes ago, and a current camera sighting which spotted 
the user in the corridor. The Fusion Layer has to evaluate 
the location entries and compute one single location. Some 
of these conflicts may not be real conflicts because the 
differences in resolution and errors in various location 
technologies can create different location readings. For 
example if two current location readings are a mobile phone 
cell and GPS coordinates, and the GPS coordinates are 
inside the cell area, the difference is due to different 
technologies used for location tracking. 
The conflict resolution at the Fusion Layer has to take into 
account several factors including location resolution 
differences, time of location readings, and relevance of 
various location readings to a particular entity. Initial 
approaches to the resolution of conflicts in location 
information are starting to appear in the literature.  
The system presented by Myllymaki and Edlund (2002), 
which was developed to support location-based computing, 
receives location information from a variety of devices and 
computes a single user location by applying the aggregation 
function to these location readings. The function compares 
timestamps, resolution and “associative confidence” to 
compute user location. The associative confidence is a 
probability that the device whose location is being reported 
is actually at the same location as the user being tracked. 
Each device can have two associated confidences depending 
on whether the device is moving or is stationary (if a car is 



moving there is a high probability that its owner is in 
the same location as the car, if the car is stationary the 
probability that its owner is in the same place is low).  
The algorithms which we applied in the Fusion Layer 
for location conflict resolution are very similar in basic 
concepts to the method described above, i.e., we use 
time, resolution and relevance of location readings, but 
in addition, we also take the history of conflict 
resolution into account. We have also found that, due 
to a large variety of virtual, logical and physical 
sources of location information in pervasive systems, it 
is not enough to have two values of confidences related 
to objects. There are, for example, many types of 
sensors which provide very accurate location reading 
but the reading is only accurate for a very short  time. 
Sensors like cameras or swipe cards provide accurate 
location readings but after some time the information 
value of such readings disappear. This feature of such 
sensors has to be captured in the conflict resolution 
algorithm. To deal with this problem, our location 
management system allows defining confidences for 
various types of sensors. The Fusion Layer provides a 
means for both easy modification/addition of 
confidences for particular types of location sources and 
modification of the aggregation function for particular 
users. We have improved on the existing approach, 
however, in general, the problem of reliably resolving 
location conflicts in pervasive systems is still an open 
research issue.  

5 Security and Privacy of Location 
Information 

The issue of protection of location information is a 
very important one. This importance is illustrated by 
the difficulties that many telecommunication 
companies currently have with providing location-
based applications. The provision of these applications 
is very limited due to strict privacy laws in many 
countries. Some of the telecommunication companies 
limit the provision of user location information to the 
user’s devices only. The problem is even greater for 
future pervasive systems which could gather location 
information from many sensors and can infer the user’s 
location even based on user’s actions. It has to be 
noted that to achieve protection of location information 
several aspects of the problem have to be addressed:  

• security of location information exchange 
(which can be achieved through 
authentication and encryption); 

• access rights to location information (which 
can be enforced by the definition of access 
rights, the authentication of clients accessing 
location information, and the checking of 
access rights); and 

• privacy rules for location information (which 
define the purposes for which location 
information can be used if accessed). 

There are no comprehensive solutions for access rights 
to location information and privacy of location 
information as yet. Research has been carried out on 
access rights and privacy of information in variety of 

areas (access control, policy based management, privacy 
rules) which, when integrated and enhanced, can create a 
basis for location information protection in pervasive 
systems. Two of the current approaches which are closely 
related to research on location privacy are characterised 
below. 
Cranor, Langheinrich, Marchiori, Presler-Marshall,  and 
Reagle (2002) describe the W3C P3P (Platform for Privacy 
Preferences) initiative which is an attempt to standardise 
ways to provide privacy of users accessing web resources. 
P3P addresses the issues of (i) how users define access 
rights to their location information; (ii) how they express 
their privacy preferences (i.e. how the location information 
can be used); and (iii) how the system manages and 
exchanges privacy rules. When users access Web resources, 
their user privacy preferences are compared to the browser’s 
preferences and depending on the result, an action is taken. 
The P3P specification defines how the comparison is made 
and defines methods for resolving conflicts. P3P privacy 
preferences are exchanged as an XML representation of the 
privacy data over the HTTP protocol. Although still a work-
in-progress, the P3P is a promising approach for the 
definition and management of access rights and privacy 
preferences, and its application to location information is  
feasible. The OpenLS initiative which uses the OpenGIS 
location specification language advocates the use of P3P in 
the future.  
BlueLocator  is an IBM project whose goal is to build an 
enterprise location service, i.e., provide location information 
about employees. It uses the OpenGIS GML specification 
for communicating location information. BlueLocator uses 
Access Control Lists to define who can access employees’ 
location information and in which circumstances. It 
leverages the enterprise organisation structure and uses a 
report-to-chain tree as a basis for defining Access Control 
Lists. Only peers (employees who report to the same 
manager) and the manager can access the location 
information of a particular employee. The system uses 
physical location information only but it will be extended in 
the future.  
In our location management system we are in the process of 
incorporating a P3P based approach to access rights and 
privacy preferences. Our early experience with using P3P 
for defining privacy of location information created mixed 
results: 

• It was reasonably easy to extend our location 
management system to validate and compare P3P 
rules as the validator and comparison engine are 
available for P3P; 

• It was feasible to apply P3P to define location 
privacy rules but the process is cumbersome and 
creates very lengthy rule definitions as it is 
impossible to aggregate many rules in one P3P 
definition.  

The difficulty in using P3P to support privacy of location 
information will be exacerbated by the requirement that in 
pervasive systems there are many clients of the location 
management system. It is therefore necessary to provide 
access rules for the variety of these clients, and user privacy 
preferences need to address the variety of ways in which the 
location information can be used by these clients. This 



implies that the location management system has to 
have an interface for users to define access rights and 
privacy preferences for their (and their artefacts) 
location information. It also needs well developed 
support for users to be able to evaluate their 
definitions, discover conflicts in their definitions and 
see the consequences of the defined access rights and 
privacy preferences. The issue is complex and is an 
open research problem. 

6   Scalability Issues  
To achieve a scalable location management system it is 
necessary to provide scalable solutions for the system’s 
components. The solutions in the following areas will 
have high impact on the whole system’s scalability: 

• reception of location information from 
sensors; 

• interaction with clients; 
• updates of location information in 

persistent repositories; and 
• distribution of location management. 

The impact of interaction methods (interactions of the 
Reception Layer and interactions between the 
Application Layer and its clients) on the scalability of 
the location management system has been partially 
discussed in section 3. In our location management 
system we used a distributed notification service, 
Elvin, designed by Segall,  Arnold, Boot,  Henderson, 
and  Phelps (2000), that provides notifications and 
causal ordering of notifications. It provides the 
functionality of the Reception Layer as it forwards 
notifications between the Sensor Layer and the 
Abstraction Layer. The same notification system is 
used for delivering notifications about location changes 
between the Application Layer and the clients of the 
location management system. Elvin has a sophisticated 
mechanism for the registration of interest in events for 
which notifications are to be delivered, and therefore it 
allows clients to specify the granularity of location 
information notifications. Figure 2 illustrates both the 
Reception Layer and the clients’ interactions with the 
system. 
As location information is stored in a persistent 
repository in the Abstraction Layer, a scalable method 
for updating this repository needs to be developed for 
entities with continuous movements (e.g., GPS 
coordinates of a fast moving car). This is because the 
organisation of the repository (e.g., a database) is not 
usually designed for very frequent updates. There are 
many existing approaches (spatial indexing techniques) 
for this problem. For example, each entity’s location 
can be described as a linear function and the database 
is only updated when some parameters change, e.g., 
the speed or direction of the entity. Another approach 
is the Lazy Update R-Tree which updates an entity’s 
position only if the entity moves out of its bounding 
rectangle as shown by Kwon, Lee and Lee (2002). Any 
of the known techniques can be used in the location 
management system designed for pervasive 
infrastructure, but the technique should be applied in 

the Sensor Layer in order to limit the number of 
notifications sent to the Abstraction Layer. 
As we use the Elvin notification system and Elvin allows 
registration for a specified granularity of notifications, we 
achieved a scalable approach in the following way: the 
Abstraction Manager registers with the sensor agents for 
notifications about changes in particular location parameters 
(e.g., current location, speed, direction) and the required 
granularity of this information (e.g., `notify if the difference 
between the current location and the previous notification is 
greater than 100m). The clients may need different 
granularities of location information. For example, another 
application may need notifications about location changes 
with a granularity of 1m. Therefore, to meet the needs of all 
the clients, the value of the granularity with which a given 
sensor agent sends location information to the Abstraction 
Layer could be a highest common divisor of the 
granularities of location notifications requested by the 
clients.  
 

 
Figure 2. Interactions between sensor agents and clients 
 
As pervasive systems may be geographically large and have 
a heterogeneous computing and networking infrastructure, 
one of the scalability requirements is distribution of location 
managers in this infrastructure. The location management 
system with the architecture and functionality described in 
section 3 can be easily distributed. Wide-area coverage can 
be achieved by deploying a number of managers 
implementing the Abstraction Layer which will gather 
location information from geographically close sensors. 
Multiple Abstraction Managers can update a single Fusion 
Layer manager. The solution allows distribution of not only 
the Abstraction Layer but also the Fusion Layer and the 
Application/Presentation Layer. On the other hand, if a 
tracked entity moves a large distance from its home location 
management system, provision can be made for the creation 
of a visitor location profile in the Abstraction, Fusion and 
Application Managers at the new destination. 
Not all applications require the sophisticated services 
provided by the location management systems. There are 
some applications, like simple tourist guides, which may 
work on one type of location information, e.g. GPS 
coordinates, in a limited geographical area. The proposed 
architecture allows such applications to directly register 
with the required sensor agent to provide notifications about 
location changes. 



7      Conclusions 
      The proliferation of mobile devices has created a 

demand for location-based services. There is a large 
body of research on the basic issues of location-based 
computing: technologies for location sensors, location 
determination for mobile devices, location 
representation formats, early approaches to aggregation 
of location information (conflict resolution), and 
privacy of location information.  
 In this paper we discussed future location management 
systems, which, in addition to providing location 
information to single applications, will need to provide 
location information to the infrastructure of pervasive 
systems. These systems will be inherently more 
complex, due to a large variety of location sensors, the 
variety of entities supported by the pervasive system 
infrastructure, the high probability of conflicts in 
location information, complex location access and 
privacy rules, and scalability problems (related to the 
heterogeneity of sensors, a large number of sensors, a 
large number of clients, and the geographical 
distribution of sensors). This paper has presented a 
categorization of location sources, an architecture for 
location management systems, and a discussion of 
three important aspects of such systems: conflict 
resolution in location information, access rights and 
privacy rules, and scalability issues. The presented 
discussion is based on the authors’ experience in 
developing a location management system and 
integrating it with the infrastructure for pervasive 
systems. This development is ongoing.  
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