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Why truthful data is making a comeback

John DavidsonJohn DavidsonJohn DavidsonJohn DavidsonJohn Davidson Columnist

Nov 26, 2020 – 2.00pm

Businesses and technology companies need to put infrastructure in place that

doesn't just supply data, but can also attest to the security and "truthiness" of that

data, if data is truly going to be the currency of the new millennium, leading cyber

security experts have warned.

With so much data flowing freely across the internet, and with so many

technologies evolving that can easily manipulate it, the time has come to think

about the quality of the data, and how it is secured and managed, experts say.
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Professor Vijay Varadharajan says that we need data about data, if we're going to use it to make decisions.  

Professor Vijay Varadharajan, director of the Advanced Cyber Security Engineering

Research Centre at the University of Newcastle, said a new layer of infrastructure

needed to be added to internet services, not to provide ever more data, but to

provide data about the data that was already there.

"If you're sitting on a computer now, and you were to type in the query 'Who has

my credit card number?', the internet will not answer. It doesn't have the capability

to answer," Professor Varadharajan told The Australian Financial Review FutureFutureFutureFutureFuture

Briefing on cyber securityBriefing on cyber securityBriefing on cyber securityBriefing on cyber securityBriefing on cyber security.

"We talk about data being the new oil, being the new currency. If that is really true

– and it is going to be true – what we need from a technology perspective is

constructs and infrastructure in place that can determine where data is coming

from, who has got access to it, who is able to modify it, who is able to summarise it,

who is able to make decisions based on it.

"There need to be accountability processes that are [attached to] the data," he said.

Professor Ryan Ko, chairman and director of cyber security at the University of

Queensland, said technology and service providers that added such a layer of

metadata to the data they provided would gain a competitive advantage as the

population became increasingly sceptical of data on the internet.
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The ever-improving ability to doctor images or to use machine learning to make

"deep fake" videos that were difficult or impossible to distinguish from genuine

videos, for example, was creating an opportunity for service providers to appear in

the next five to 10 years and supply images and videos that were certified as having

come direct from a camera without modification.

"We are starting to see the authenticity of data being treasured and more valued.
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"The platforms that can offer the attestation and verification of truth of data will

have a competitive advantage over other businesses," Professor Ko said.

Not only did data need to be verifiable, it also needed to be quickly removable from

services.

"We are starting to see people moving towards platforms which offer people

control of their data. If I were an enterprising entrepreneur right, I'd be thinking

about what kind of data control techniques and solutions I could offer," he said.

"Perhaps I'd even give my users a cyber kill switch that lets them turn off access to

data that they own."
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